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Social networking apps such as Facebook, Twitter, Instagram and Snapchat are very popular with young people, even those who are of primary age. 

These types of services allow young people to be creative online and keep in touch with their friends, as well as share photos and videos. On some 
social networks, young people can follow their favourite celebrity which means they can access the content they update and share. However, for 
parents and carers it’s important to have a look at these services either by creating your own account to try an app out, or by creating an account 
together with your child to familiarise you with how it works. Most services stipulate a minimum user age of 13, although some interactive services are 
designed specifically for younger children. 

Content:  
Children who create or post inappropriate, offensive or 

even illegal content in their own or others’ pages and feeds 
could get themselves into trouble with their school, friends, or 
even break the law, depending on the nature of the material. It’s 
also     important that young people understand the longevity of 
posting something online. Once content is uploaded, it could 
potentially stay online forever. Regardless of whether the owner 
takes down the content, anyone who had access to that      
content could have copied it for themselves, kept it for their own 
records or distributed it further. Content which is uploaded 
online can be copied, altered and reposted by anyone and it is 
very difficult to ‘take back’ things that may be later regretted. 
This can damage friendships/relationships, reputations and even 
future prospects. 

Many things can contribute to your child’s digital footprint including what they post and who they interact with. Young people are accessing 
and using social networking services on a range of devices such as mobile phones, tablets and gaming devices. They use social networking 
services for many different purposes; to communicate with their friends, to share photos, to play games and to find out new information. You 
need to   remind your child however that they need to be careful about what they’re posting online and who can see it. Children can sometimes 
believe that social networking services are a private space for them and it can be difficult for them to realise that actually what they’re posting 
online may be public and can be spread very quickly and to a large audience. The blur between public and private expression can potentially 
put a child at risk in two main ways: 

By understanding these services and their potential risks you can help to support your child in choosing an 
appropriate service and using it in a safe and constructive way, and be able to help them if they need it. 

Contact:  
Young people need to be aware that any personal infor-

mation they upload could potentially reach a much wider audience 
than intended. If a user of a social networking service doesn’t protect 
their information by enabling the correct privacy settings, they could 
be exposing their information to strangers and as a result be at risk 
of online contact and grooming. Posting or chatting about personal 
details might enable someone to identify and contact your child 
online or in person. There is also the more likely risk of cyberbullying 
with young people intentionally harming another person online. Talk 
to your child about why protecting their privacy online is important 
and talk through the available privacy settings with them. 

It’s a good idea to talk to your child about their social networking life 
online. In the same way that you might ask them about their social 
life offline, talking about social networking services together is no 
different. Why not start with a positive conversation about what they 
like to do online, and why they like the services that they use? You 
can then ask them whether they know where to go for help, or 
whether they know how to make their profile private, or even ask 
them to help you with your privacy settings. 

There are a range of free resources available for parents and carers, which you can use to support your child online: 
Useful conversation starters for parents and children www.childnet.com/have-a-conversation  
Guides to the safety features on popular social networking sites www.saferinternet.org.uk/safety-tools 
Tips and guidance on the privacy features of popular social networking sites www.saferinternet.org.uk/checklists  
Advice for parents and carers on hot topics in online safety www.childnet.com/parents-and-carers/hot-topics 
SMART Rules to go through with your children www.childnet.com/primary 
To reported any suspected online sexual abuse or grooming to the police, please go to www.ceop.police.uk 
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Further advice to discuss with your child: 
Privacy settings 
These settings give the user the ability to control who they share particular content with, for example making a photo you post visible to 
friends only or to the public. Encourage children and young people to use the privacy tools available on the social networking service to  
protect their personal information and to keep their passwords private (even from their friends). Information on how to do this can be found at 
www.saferinternet.org.uk/checklists. Most social networking sites give safety advice and information on their safety tools. Links to this advice 
and information can be found at www.saferinternet.org.uk/safety-tools. 
 
Online Friendship 
Remind your child to consider carefully who they add as friends or followers, and what those friends and followers can see once added to a 
contact list. Your most trustworthy online friends are the people you also know and trust offline. 
 
Geolocation 
Young people must be aware of who they are sharing their location with. If they are accessing a social networking services via a smartphone 
or mobile device, they might be disclosing their location without realising it. Location services can be turned on or off per app within the  
settings of a device. 
 
Think Before You Post 
Emphasise the importance of thinking before you post something online. This can include writing a comment or sharing a picture. It can also 
include sharing on things that others have posted. Discuss with them what is and isn’t okay to say in a post and remind them that        
sometimes messages online can be misunderstood. What may start out as a harmless joke for one person can be extremely hurtful for   
another individual and once something is posted online it is potentially there forever. If you are not sure, or if you wouldn’t be happy for your 
Head Teacher to see it, it’s probably best not to post it. Your online reputation can also be affected by other behaviour, such as groups you 
join or clicking ‘likes’. 
 
Consider the photos you upload 
It’s important that children consider the content of the images they share online, and the impact they may have on their own reputation, and 
the emotions of others. They should always ensure that they ask permission from others before posting pictures of them online. 
 
Know how to block and report 
Make sure children and young people know how to report abusive comments or illegal activity on social networking services. Many social 
networking sites allow you to report a comment or user who is potentially breaking their terms and conditions, by clicking on a report button 
or filling out an online form. If young people have concerns about cyberbullying then they should speak to a trusted adult as well as save the 
evidence, and use the tools available to block other users. If you have concerns that your child is or has been the subject of inappropriate 
sexual contact or approach by another person, it’s vital that you report it to the police via the Child Exploitation and Online Protection Centre 
(www.ceop.police.uk). 
 
Security 
Make sure your child chooses a strong password, avoiding identifiable words or phrases such as birthdays and pets names. A good     
password should also include a mixture of upper and lower case letters, numbers and symbols. Once your child has finished using a social 
networking service it is important for them to log out, especially when using a public or shared computer. Make sure they have locked their 
mobile device with a pin or password, as mislaid devices can mean that others could access their social networking accounts. 

My child is underage, but has created a social      
networking profile. What should I do?  

Research shows us that a large number of children have created a social 
networking profile before they are at the required age (usually 13) to do so. It 
is important to respect the terms and conditions of the site and register with 
the correct age, as there are additional protections in place for younger 
users. If the site however discovers that underage users are using the    
service, they will delete their account. You should discourage underage use 
of these services as best you can, and be aware of services which cater for 
younger users by having higher safety features. Details about different   
services and their features can be found at www.net-aware.org.uk. 

Before young people start using social networking services it is important 
that they are equipped with the skills to stay safe online and to use social 
networking services responsibly. Discussing and agreeing ways that they 
can use social media positively and safely is a good first step; a family 
agreement and conversation starters to support these discussions can be 
found at www.childnet.com/have-a-conversation. Sit down together and 
make sure that you both know how to use the privacy tools that are provid-
ed. There are multiple ways in which a social networking profile can remain 
private that will prevent your child from giving out personal information to 
strangers. Support your child in ensuring that they only add contacts to 
these services that they also know and trust offline. One way to keep an eye 
on how your child uses a social networking site is to connect with them. 

Can my child limit who accesses their profile?  

 

It is possible to set profiles to private or friends/followers only, which restricts 
access only to those who have been granted permission to see it. This is 
different to a public profile which can be seen by anyone. Depending on the 
social networking service the privacy settings do differ so it is imperative that 
users check their settings. Whilst it is possible to limit who can see your 
child’s profile, remember, it is always possible for others to screen shot and 
share on their content to others. It is important that children should register 
with their real age so that they are included in the protections made available 
by default to their age group.  

Does my child’s profile appear in a public search    
engine (e.g. Google)?  

There are ways that you can prevent your profile from appearing in search 
engine results; most social networking sites allow you to remove your profile 
from public search results by using the privacy settings. It is also important 
to review privacy settings regularly and search your name online to check 
what appears.  

How can I report inappropriate behaviour and what 
happens when I make a report? 

Most social networking services have clear, prominent and accessible   
places to make a report. Providers should respond promptly to reports from 
users, and some will acknowledge each report with a confirmation that it has 
been received and provide indication of the timescale in which the complaint 
will be managed. Encourage you child to add as much information as    
possible to any report they make, so that the networks can respond      
efficiently and effectively. Make sure you talk with your child about these 
tools and ensure that they know how to use them. Many sites have       
community standards that outline what is acceptable and unacceptable on 
their service and becoming familiar with these can help you understand what 
can be removed by reporting.  



 

 

 How safe is our personal information? 
- Do we have strong passwords? Eg capital letters, symbols, 10 characters etc  
- Do we all have usernames that don’t reveal our full names? 

 Have we considered parental controls which would be right for our family? 
 Have we discussed online friendships and whether we can trust them? 
 Do we need a family email address? 
 Who will we talk to if we feel uncomfortable about anything we have seen or heard 

online or on a mobile phone or gaming device?  
 When is it okay to download files, games or apps? 
 Have we checked the reviews and ratings for apps and games? 
 Which websites are okay for us to use? 
 Should we open links from people we don’t know? 
 Do we ever use voice activated controls or searches?  

 
 

 Do we know the age requirements to be on social networks? 
 Who can I post images and videos of online? 
 Do I know why it is important to be private and how to set this up? 

  

 Which age rated games can I play? 
 Am I aware of why PEGI is important? 
 Can I play online with people I don’t know? 
 Do we know which of our toys and devices connect to the internet?  

  

 

 How can I be a good friend on the internet? 
 What will I do if I receive frightening or bullying messages? 
 Do I know where the report and block buttons are online? 

 

 How long can we spend online? 
 Do we spend the same amount of time enjoying our offline activities? 
 Where can we use our devices around the house? 

www.childnet.com/have-a-conversation 



 

 

 

 

 

 

 

Who is responsible for this?  

Who is responsible for this?  

Who is responsible for this?  

I will tell mum and dad when I see 

something that worries me 
 

I will put parental controls in place 
but review it as the children grow up 

Leo, Tom and Ella 

Mum/Dad   

Suggested ideas for an agreement with younger children. 

Suggested ideas for an agreement with pre-teen children.  

Suggested ideas for an agreement with teenage children. 

I will use my tablet for ________ mins 

a day 

I will make sure the children’s 

favourite games are bookmarked for 
them to get to easily 

Isabel and Phoebe   

Mum/Dad   

I will make sure all my social 

networking sites are private and that 

I only accept requests from people I 

know 
 

I won’t post photos of our children 
without their permission 

Amar and Yusuf 

Mum/Dad  
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September October November December 

Are you back to school ready?  
 Check out our free resources on 

www.childnet.com, especially our 
updated staff inset presentation and staff 
led parents session. 

 Why not sign up to our Digital Leaders 
Programme and get your students to take 
an active role in online safety education. 

 

Celebrate International Talk like a Pirate Day on 
19th September by watching our Captain Kara 
videos for 7– 11 year olds and translating the 
SMART rules into Pirate speak. 

With Halloween on the 31st October, what 
cobwebs do you have lurking on your social 
networking sites?  
 Have you checked your privacy settings? 

Use the social networking checklists to help 
you. 

 Use our professional reputation checklist to 
help you manage your digital footprint.  

 Review our social networking advice for 
teachers and professionals to support your 
personal use of these services.  

Anti-Bullying Week takes place from the 12-16th 
November with lesson plans around the theme 
‘Choose Respect’.  
 
Use the resources created for World Kindness Day 
on 13th November and focus on spreading 
kindness online as well as offline. 
 
Plus, remember to sign up as a Safer Internet Day 
supporter and download your education packs 
ready for February.  

Merry Techy Christmas! Why not remind parents 
and carers about safe and positive use of devices? 
Encourage them to read up on PEGI and check out  
our Parent’s Guide to Technology 
 
Human Rights Day is on 10th December so why 
not explore our digital rights and responsibilities 
online. 
 
Plus Safer Internet Day is around the corner. Why 
not add a banner to your school’s website and help 
to promote the day on social media?  

January February March April 

Time to make a digital resolution! Encourage 
parents to create a family agreement to ensure 
positive behaviour and boundaries online.  
 
If incidents have occurred over the holidays, be 
aware of the UK Safer Internet Centre’s 
Professionals Online Safety Helpline who can 
support with any online issues: 0344 3814772  or 
helpline@saferinternet.org.uk  
 
Why not sign your school up to be a part of our 
Digital Leaders Programme – email 
leaders@childnet.com for more information.  

Join hundreds of organisations in celebrating Safer 
Internet Day on 5th February with the theme 
“Safer Internet Day: Together for a better 
internet”. #SID2019 
 
Why not use the 360 degree safe self-assessment 
tool to review your school’s online safeguarding 
policies and procedures?  
 
Remember to look out for the launch of our 10th 
anniversary Film Competition categories this term 
and why not watch last year’s winners? 

World Book Day on 1st March is a great 
opportunity to read our children’s storybook 
Digiduck’s Big Decision with children aged 3-7. 
Look out for more Digiduck adventures to come or 
ask children to write their own… 
 
Check out our brand new resources, for 13-17 year 
olds, launching this month tackling online sexual 
harassment. Project deSHAME includes lesson 
plans, guidance and teacher training modules 
which have been informed by research, focus 
groups and an expert advisory board and youth 
advisory board. 

For April Fool’s Day use your critical thinking skills 
to spot some online gimmicks and fake news 
stories our ‘Trust me’ resource aimed at KS2 and 
KS3 students.  
 
Celebrate World Penguin Day on 25th April by 
reading our Smartie the Penguin story with EYFS 
and KS1. 
 
For World Autism Awareness Day on 2nd April, 
why not use our STAR Toolkit to explore online 
safety with your learners with autism spectrum 
disorders? 

May June July August 

Mental Health Awareness Week is from 13th-
19th May. Why not explore our Safer Internet 
Day 2018 packs which focused on Digital 
Wellbeing.  
 
Check out the ‘Crossing the Line’ PSHE toolkit for 
11-14 year olds, with lesson plans and films on 
the topics of cyberbullying, peer pressure, sexting 
and self esteem. 

Deadline for entries to the Childnet Film 
Competition! Winners will be announced in July at 
a VIP screening at the BFI in London!  
 
Check our the second instalment of our PSHE 
toolkit for 11-14 year olds called ‘Myth vs Reality’ 
tackling the topics of pornography, healthy 
relationships and body image.   

Before the end of term, why not remind pupils and 
parents about where they can go for help if they 
have any issues over the holidays? This could 
include reporting and blocking tools on certain 
services.  
 
World Friendship Day is the 30th July, why not 
take the digital friendships quiz available for 8-13 
year olds.  

Plan your year ahead: check out the Childnet 
Digital Leaders Programme, book an education visit 
from our expert team and use our online safety in 
the computing curriculum planning guides.  
 
Do you need to re-stock on Childnet resources 
ready for September? You can order whatever you 
need from our shop including posters for primary 
and secondary.  
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Online safety tips  
for parents of
11-13 Year Olds

Checklist

 Put yourself in control

Make use of the parental controls 

on your home broadband and any 

internet-enabled devices, including 

your child’s mobile phone. You can 

find out how at your broadband or

mobile network provider’s website. 

Find out how to setup safe search 

in Google by going to google.co.uk/

safetycentre.

 Agree boundaries

Have a family agreement about 

where they can use the internet, how 

much time they can spend online, 

the sites they can visit and the type of 

information they can share.

 Have a conversation

The best way to find out what your 

child is doing online is to ask them to 

tell you about what they do and what 

sites they like to visit. Discuss with 

them what they might come across.

 

 Check if it’s suitable

The age ratings that come with 

games, apps, films and social 

networks are a good guide to whether 

they’re suitable for your child. The 

minimum age limit is 13 for several 

social networking sites, including 

Facebook and Instagram.

 Get them clued up about  

social networking

Talk to children about the benefits 

and risks of social networking before 

they join any sites. Let them know 

that anything they upload, email or 

message could stay around forever 

online.

Help them to be critical of things they 

see online and judge the quality and 

reliability of online sources.

*Source: Conducted by Ginger research on behalf of Internet Matters Ltd. Online survey of 1,001 children aged 11-16, 
with parental supervision. 

Know this stuff matters, but don’t know 

where to turn?

Internet Matters is a free online resource for 

every parent in the UK. We’ll show you the 

best ways to protect your children online – 

with information, advice and support on all 

the big e-safety issues.

62% of 11 year-olds 
and 69% of 12 year 
olds have a Facebook 
profile despite the 
minimum age of 13 

13



Learn about it:
Teach your child some simple rules

• Make sure your child knows not to share 

personal information like their phone 

number or email address online

• Only talk to real life friends or family on 

social media sites and in chatrooms

• Use privacy settings wherever they exist to 

keep their information private

• Don’t arrange to meet people in real life 

that they’ve only talked to online

• Use secure and legal sites to download 

music and games

• Check attachments and pop ups for 

viruses before they click or download 

anything

• Use Public Friendly WiFi when they’re out 

and about to filter inappropriate content

• Don’t post things online that they 

wouldn’t want you to see

Talk about it:
Tips for a meaningful conversation

• Ask them for advice on how to do 

something online and use this as a 

conversation starter

• Make sure they know they can come to 

you if they’re upset by something they’ve 

seen online

• Be sensitive and praise them when they 

share their online experiences with you

• Make sure they know how to block 

abusive comments and report content 

that worries them

• If your child comes to you with an issue, 

stay calm and listen without judging them

• Tackle peer pressure by explaining that 

if they are talked into bullying someone 

online or sending inappropriate images it 

may get reported to their school or even 

the police

• Teach them to treat others as they’d 

like to be treated online and set a good 

example with your own internet use

Deal with it

You can find out where to get help and advice 

on the Report it page of internetmatters.org,

where we include information on how to

report problems – and which relevant 

organisations and agencies to turn to.

On this page, we also provide information  

on how to deal with any specific issues you 

may encounter with your child; such as 

cyberbullying, finding inappropriate content, 

your child’s online reputation and online 

grooming.

Learn more about apps

It can be difficult to stay on top of  

what apps your child is using and 

who they are talking to online – find 

out more about the latest apps at 

internetmatters.org/apps



Online safety tips for 
parents of teenagers  
14+ Year Olds

Checklist

 Adjust controls

Adjust the parental controls on your

broadband and internet-enabled

devices, depending on your child’s 

age. Your broadband provider can  

tell you how. Find out how to setup 

safe search in Google by going to 

google.co.uk/safetycentre.

 Keep talking

Stay interested in what they’re 

doing online and discuss what they 

might have come across. Don’t be 

afraid to tackle difficult subjects like 

cyberbulling and sexting.

Help them to be critical of things they 

see online and judge the quality and 

reliability of online sources.

 Privacy matters

Make sure they set high privacy 

settings on social networks. Encourage 

them to regularly change their 

passwords and never to share or put 

online any of their personal details like 

phone number, address or their school.

 

 Manage their online reputation

Let them know that anything they 

upload, email or message could stay 

online forever. Remind them that they 

should only post things online that 

they wouldn’t mind you, their teacher 

or a future employer seeing.

 Stay safe on the move

 Make sure safety and privacy settings 

are activated on their mobile 

devices and they aren’t sharing 

private information. Be aware that 

using public WiFi might not filter 

inappropriate content, so look for 

friendly WiFi symbols when you’re out 

and about.

*Source: Conducted by Ginger research on behalf of Internet Matters Ltd. Online survey of 1,001 children aged 11-16,  
with parental supervision. 

Know this stuff matters, but don’t know 

where to turn?

Internet Matters is a free online resource for 

every parent in the UK. We’ll show you the 

best ways to protect your children online - 

with information, advice and support on  

all the big e-safety issues.

Average child posts  
26 times a day on 
social media - but  
only 6 - out of 10 
followers are really 
friends 

Learn about it:
Teach your child some simple rules

• Make sure your child knows how to block 

abusive comments and report content 

that worries them

• Teach them to respect others online and 

think about comments before they post 

them

• Don’t arrange to meet people in real life 

that they’ve only talked to online and 

remind them that some people may not 

be who they say they are

• Use secure and legal sites to download 

music and games

• Check attachments and pop ups for 

viruses before they click or download 

anything

• When using the internet for homework, 

make sure they use information 

appropriately and explain things in their 

own words rather than copying

Talk about it:
Tips for a meaningful conversation

• Make sure your child knows they can 

come to you if they’re upset by something 

they’ve seen online

• Tell them you trust them to do the right 

thing rather than over monitoring their 

internet use

• If your child comes to you with an issue, 

stay calm and listen without judging 

them and don’t threaten to take away 

their devices

• Tackle peer pressure by explaining that 

if they’re talked into bullying someone 

online or sending inappropriate images it 

may get reported to their school or even 

the police

• Talk to them about how much time 

they spend online and make sure this is 

balanced against other activities

Deal with it

You can find out where to get help and advice 

on the Report it page of internetmatters.org,

where we include information on how to

report problems - and which relevant 

organisations and agencies to turn to.

On this page, we also provide information 

on how to deal with any specific issues you 

may encounter with your child; such as 

cyberbullying, finding inappropriate content, 

privacy and identity theft, your child’s online 

reputation, online pornography and child 

grooming.

Learn more about apps

It can be difficult to stay on top of  

what apps your child is using and 

who they are talking to online – find 

out more about the latest apps at 

internetmatters.org/apps
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where we include information on how to

report problems - and which relevant 

organisations and agencies to turn to.
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on how to deal with any specific issues you 

may encounter with your child; such as 
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