
   

 

 

 

 

   
Your child could be playing FIFA games on their 
computer or console for very long periods of time. That's 
not to say that computer-based matches are a full 90 
minutes long, but a series of 20-minute matches can very 
quickly �ll up a day! The World Health Organisation has 
classi�ed ‘gaming disorder’ as a mental health problem – 
this is when children have trouble controlling their 
gaming behaviour and let it reign over their lives and 
daily routine.

 
The FIFA series has been criticised for the competitive 
nature of gameplay leading to aggression in some 
players. Add to this the chance to converse with other 
players via in-game chat, and the potential for anger 
levels is likely to rise... especially if you're losing heavily!

 ,  
  
Your child may receive an email or see a message on 
social media or in forums which appear to be a genuine 
FIFA promotion. While the link may seem like a FIFA 
login page, it’s a phishing scam to capture a login name 
and password. Scammers may use names that sound 
legitimate, like ‘EA Admin’ or ‘FIFA Developer.’

 -
In-game purchases are to be expected in any modern 
game and FIFA is no di�erent. FIFA Ultimate Team 
(commonly called FUT) is a mode in FIFA that lets 
gamers build teams of players from any league, playing 
both o�ine and online to win coins. These can be used 
to buy better players or packs containing random 
players. While some purchases can be made using 
in-game currency, other purchases involve spending 
with real world money, which could become expensive. 
There have been reports of parents receiving large 
credit card bills resulting from in-game purchase made 
by their children.
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As a parent, the implications of this really depends 
on the age of your child and your relationship with 
them. It may be that playing and sharing games is 
part of your family life and so this isn’t a problem, 
but just be mindful that being involved with the FIFA 
franchise is unlikely to be a one-o� event - it's the 
start of a gaming journey that could last for many, 
many years and involve numerous (potentially 
expensive) upgrades. 

  
It’s unlikely that you'll be 
able to convince your 
child to play FIFA without 
making use of the chat 
facility - it's something 
that adds to the 
experience. However, you 
should ensure your child 
is aware of how to silence 
any abusive players and 
how to report anyone 
who becomes 
problematic. 

 ,  
  
You should teach your children to stay clear of scams. 
Explain to them that they must be wary of any link 
which asks them to either verify their username and 
password or provide other sensitive information; 
game developers will never send a message asking 
for login information. Console messages, emails and 
websites, or social media posts promoting contests 
for in-game content, such as packs, players, or coins 
requiring login information are fake.

  
To spend real money in FIFA, a credit or debit card 
must be linked to a gaming account, so ensure that 
your card is not being used for this! There's also 
support for PayPal payment, so also check who has 
access to this type of account. Depending on the 
platform your child is using to play FIFA, there are 
di�erent parental controls that can be put in place to 
restrict spending should you allow them to link a card 
to their account. There is also a payment option called 
Paysafecard, which allows you to make payments 
online without the use of a bank account or credit 
card. As you can top up balances, this makes it easy to 
control spending.

SOURCES
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The parental controls on consoles can be used to 
restrict the amount of time spent playing. Physically 
monitoring how much time your child is spending in 
FIFA is recommended - just as you might monitor how 
much time they spend watching TV. Keep an eye out 
for warning signs, such as a  lack of interest in other 
activities, tiredness or fatigue, neglect of personal 
hygiene, changes in character or anger issues when 
your child is told to stop playing a game.

  
Monitoring in-game chat may be di�cult as you're 
likely to only be able to hear one side of a 
conversation. However, noticing how your child is 
reacting may be a reasonable indicator of the general 
mood. Dealing with both the frustrations of a game 
as well as troublesome people can serve as useful life 
lessons, but as a parent, you know your child better 
than anyone else. If you notice your child is getting 
too upset or angry, that's the time to intervene and 
try to encourage them to take a break from the game.

You don't need to be the biggest football fan in the world to have 
heard of FIFA (Fédération Internationale de Football Association) - 

the governing body for football. And, the video game series bearing 
the organisation’s name is one of the most successful ever. The lure 

of this football series is that o�cial licensing gives your child the 
opportunity to play games in the role of their favourite players. They 

can either work through a story mode version of the game or play 
online in competitions against other players. The game, released 

annually by Electronic Arts under the EA Sports label, is available for 
a range of consoles, and there are also mobile versions available for 

smartphones and tablets. The most recent version is FIFA 18, but 
FIFA 19 is due for release later in the year.

FIFA
  
The big selling point for the FIFA range of games is that it
FIFA includes current players; a feature which no other
football video game o�ers. However, this means that a
new version of the game is released every year, with
updated teams, players and stadia, plus new gameplay
features and tweaks. And, with every annual update of
the game, there is an expectation that it will be far better
than the previous one, so the pressure to upgrade and 
buy the new version is likely to be immense!

- 
While the FIFA video game is suitable for children of all 
ages as it does not include any inappropriate content, 
there is the issue of in-game chat. Your child can play 
with other people online and chat with them using 
headsets. As this is largely unregulated, it could mean 
that your child is exposed to language or conversations 
that you deem unsuitable.

www.nationalonlinesafety.com© National Online Safety Ltd
’s support information to see if 

your security and privacy concerns are addressed.
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‘Fortnite - Battle Royale.’ is a free to play section of the game 
‘Fortnite.’ The game sees 100 players dropped on to an 

island from a ‘battle bus,’ where they have to compete until 
one survivor remains. The last remaining player on the 

island wins the game. Players have to �nd hidden items, 
such as weapons, to help them survive longer in the game. 

To make the game more challenging, there is an added twist 
called ‘the storm’ which reduces the size of the island from 
the start of gameplay, bringing the players closer together 

in proximity. The game is available on PC, PlayStation 4, 
Xbox One, Mac and iOS.

 FORTNITE: BATTLE ROYALE
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MICROTRANSACTIONS
Newly featured items are released daily and are only 

available to purchase within 24 hours of their release. 
These are cosmetic items, called ‘skins,’ ‘gliders’ and 

‘emotes,’ which change the characters’ appearance, but do 
not improve the game play. Once purchased, the player 

has full use of these in the future. The designs are 
attractive for players to purchase and even celebrities are 
endorsing them. Also available to purchase in the game is 

a ‘Battle Pass,’ When a new ‘Battle Pass’ is released, users 
can take part in a series of challenges, receiving more 

rewards (cosmetics) by progressing through di�erent tiers. 
Whichever rewards they achieve can then be used in the 

game.

What parents need to know about

IT CAN BE ADDICTIVE
Games can last around 20 minutes but this varies 

according to the game. Children may feel angry if they lose 
the game and will want to continue playing until they 

achieve their desired result. The competitive nature of the 
game may make it di�cult for them to stop playing 

halfway through as  their position in the game could be 
a�ected.

IT CAN BE PLAYED ON THE GO
The game was released on mobile devices in April 2018, 
meaning it can be played without the need for a home 

games console. Some schools have reported that the game 
is distracting their students whilst in the classroom. As the 
game is available outside of the home, parents may not be 

aware of how long their child is playing this game.

HACKER ATTACKS
News site Forbes stated that it had seen “dozens” of online 

reports from people who said their accounts had been 
compromised by hackers, who had gained access to user’s 
accounts in the game and accrued hundreds of pounds in 

fraudulent charges.

TALKING TO STRANGERS 
DURING SQUAD MODE

Interacting with other players in the game is part of the 
fun as players can communicate with their friends and 

other players in the game. Players will bene�t from 
wearing headphones to hear footsteps from other players 

trying to compromise their game. Wearing headphones 
makes it di�cult for parents to hear what exactly is being 

said and children may be exposed to inappropriate 
language. Fortnite includes really good reporting features 

for players either cheating or misbehaving, and works 
towards having one of the best online gaming 

communities.

‘FREE’ TO PLAY
The game IS free to play. However, if playing on 
Xbox, you will need an Xbox gold subscription, 

which does require a fee. 

NO PROOF OF AGE REQUIRED
Signing up to the game is relatively simple. Users have the 

option to log in with either their Facebook or Google 
accounts or their email address. When signing up with an 
email address, no proof of age is required. If your child is 

under the age of 12, it is important to check whether your 
child has the game downloaded.

TALKING TO STRANGERS 
DURING SQUAD MODE

There are many accounts on Facebook and Twitter which 
claim to give away free money (known as ‘V bucks’) for 

games which will be transferred to their Xbox Live or PSN 
cards. Any giveaway promotion from Fortnite will be in the 

game. It is important to check the authenticity of these 
accounts before giving away personal information in order 
to claim ‘V bucks.’ The websites or accounts may ask you to 
share your account name and password in order to claim 
the money; if these o�ers seem too good to be true, they 

usually are.

AGE RESTRICTIONS
PEGI has given the game a rating of 12+. Even 

though the game includes violence and weapons 
such as crossbows, grenade launchers, ri�es, pistols, 

shotguns and more, PEGI say “more graphic and 
realistic looking violence towards fantasy characters 
is allowed. Any violence towards human characters 

must look unrealistic unless it consists of only minor 
or trivial injury such as a slap,” making the game 

‘suitable’ for children aged 12 and over.

LIMIT GAME TIME
Parents can use parental controls on Xbox and PC to limit the time a 
child is playing games on these devices. Be aware that the game is 

available on iOS and will soon be available on all mobiles. With this 
in mind, it is worth having a conversation with your child to discuss 

and agree how long you would like them to play the games for. Even 
though the games last around 20 minutes, it may be di�cult to take 
them away from a game mid play. It may be worth imposing a limit 

on the amount of matches they play rather than a time limit.

PREVENT YOUR CHILD FROM 
TALKING TO STRANGERS

There is an option to turn o� the voice chat feature, which 
means your child wouldn’t be able to talk to anybody, 

including their friends. However, they would still be able to 
use the in-app chat and hear other people’s conversations. To 
turn o� voice chat, open the Settings menu in the top right of 
the main Fortnite page, then click on the cog icon. Open the 
Audio tab at the top of the screen. From there, you can turn 

o� voice chat.

LOOK OUT FOR VBUCK SCAMS
It is important that your children are aware of the scams that they 

may come across online in association with the game. Open up 
conversation with them about scams and how they should never 

share their username or password with people in order to gain 
anything for the game.

RESTRICT PAYMENT METHODS
‘Fortnite: Battle Royale’ is a free to play game, but there are 

still options to make additional purchases. If you do not 
want your child to make payments, ensure your card is not 

associated with their account. If you are happy for your 
child to make payments in the game, but want to restrict 

spending, we suggest using a paysafecard, or a games 
console gift card. These can be purchased in speci�c 

amounts, which will allow you to restrict the amount your 
child spends and removes the need for a credit/debit card to 

be used with their account.

SHOW THEM HOW TO MAKE
A REPORT

If your child believes a player is playing or talking 
inappropriately, you should advise them to report them. To 

report a player, you can use the in-game feedback tool 
located in the Main Menu of the game. Additionally, you can 

report a player in-game when spectating them.

USE A STRONG PASSWORD
It may seem like a simple tip, but it is important that your child 

selects a strong password when creating an account, particularly if 
a credit/debit card is associated with the account. This will help 

reduce the risk of their account being hacked.
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Grand Theft Auto is an action-adventure video game series where 
players control criminals and wreak havoc in order to complete missions 
and progress through the game. During the early stages of the game, it 
solely focuses on completing missions to go up a level. However, as the 

game grew more popular the makers of GTA decided to introduce a 
narrative to each edition of the game. The aim of this was to increase user 
engagement, making gamers believe that they were not just playing as 

the character, but they became the character. Grand Theft Auto is 
accessible on a number of devices including: PlayStation and Xbox, 

desktop computers, PSP, Nintendo DS, and Mobile.

AUTO (GTA)

SOURCES:
https://www.imdb.com/title/tt2103188/parentalguide
https://www.telegraph.co.uk/gaming/news/grand-theft-auto-v-has-made-money-�lm-history/
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THE RISK - PLAYING WITH 
STRANGERS

When buying GTA V you automatically have access to 
Grand Theft Auto Online, a version of the game that 

allows players to play online. They can play alone, 
invite players to a game, or be involved in public 

‘sessions’ where people will be picked at random to 
play. When you �rst load into a game you are 

automatically placed into an open lobby, meaning you 
play with random people. The ‘social club’ is GTA’s very 
own social platform where users can bet money, share 

in-game photographs (which users can like and 
comment on), and even message other users directly.

To prevent your child playing with strangers on the 
game, you can change the settings to ensure they only 
play with their approved friends list. Upon signing up 

to the ‘social club’, it automatically sets a player’s 
visibility settings to ‘everyone’, meaning their name 
and pro�le information is made public. Parents can 
alter this by changing the visibility settings to ‘only 

me’.

What parents can do

THE RISK  - 
MICROTRANSACTIONS

By completing missions and partaking in certain 
activities you earn in-game currency. This allows you 
to buy things such as prostitutes, vehicles, weapons, 

ammo, new out�ts, cars, apartments and more. 
However, the items that are available to buy often 
have a high price that require a lot of game time, 
meaning the items are pretty unrealistic to buy.

If you do not want your child to make payments, 
ensure your card is not associated with their account. 
If you are happy for your child to make payments in 

the game, but want to limit spending, we suggest 
purchasing a pre-paid gift card for your child. These 

can be purchased in speci�c amounts which will 
allow you to limit how much your child spends and 

removes the need for a credit or debit card to be used 
with their account.

What parents can do

THE RISK  - ONLINE HACKERS
Hackers can make money by helping users cheat in 
the game. They can do a number of inappropriate 
things, including killing people, stealing weapons, 
spawning money into the game, and even raping 
other characters. Spawning money tends to be a 
gamer’s most popular choice, being able to buy 

$100,000,000,000 (of in-game currency) for as little 
as �ve US dollars.

Actively monitor your child’s online activity. These 
websites are very easy to �nd, meaning children and 
young people can easily navigate their way to these 

wesbites and pay for hackers. Not only is this an 
illegal activity, but you have the risk of giving your 

personal information to someone who may misuse it. 

What parents can do

THE RISK - LIVE CHAT
When playing GTA online, players have the option to 

use a microphone to broadcast their voice live to other 
players involved in the ‘session’. These live voice chats 
are not moderated, meaning anything could be said, 
including inappropriate language, as well as verbal 

forms of bullying. 

Talk openly with your child about not giving away 
personal information. Also remind them that 
conversations can be recorded, which could 

damage their online reputation. Depending on 
the device/platform, there will be ways to mute 

conversations. Make yourself aware of the 
device’s/platform’s individual settings and ensure 

that your child knows how to block and report.

What parents can do

THE RISK  - ADDICTION
Addiction is a risk with any game. Game developers 
use persuasive design techniques to force users to 

invest their time, and often money, in a game. Within 
GTA, your character is able to progress through the 
game for completing missions within a certain time 

frame, encouraging children to keep returning to the 
game. Gaming addiction is now a recognised health 

condition and the side e�ects are concerning, 
including sleep deprevation, decreased attention 

span and erratic emotional behaviour.

There are a number of things you can do if you are 
concerned about your child’s screen time, including 

setting time limits within the home, especially during 
meal times and before bedtime. Talk to your child 

and ask why they are spending so much time on the 
game, and enourage healthy alternatives such as 
outdoor activities and spending quality time with 

friends and family.

What parents can do

Due to the nature of the game and the age 
restrictions, GTA includes content that is 

inappropriate for anyone under the age of 18, 
including sex, nudity, violence, profane language, 

and substance abuse. These are the main 
components that make up the game - you have to 

do certain things and witness certain things in 
order to move on in the game. Exposing your child 

to this type of content could a�ect their morals and 
understanding of right and wrong. Additionally, 
your child could become desensitised to similar 
situations, reinforcing the fact they they would 

�nd it hard to di�erentiate between right/wrong 
and good/bad.

WARNING!



   

www.nationalonlinesafety.com© National Online Safety Ltd
’s support information to see if 

your security and privacy concerns are addressed.

 

 

 

 

Minecraft is played by millions of children around 
the world, who use their imagination to build 

three-dimensional worlds with virtual building 
blocks in a digital, pixelated landscape. It is classed 
as a ‘sandbox game,’ which means players have the 
freedom to build their own creations with ‘blocks’ 

they collect and also have the opportunity to 
explore other people’s creations with their 

characters. Players can choose from thousands of 
di�erent ‘servers’ to join, which are created by 

other players, making every experience of 
Minecraft unique.

AG
E RESTRICTION

 10 +

https://www.mirror.co.uk/tech/new-minecraft-game-needs-caution-11251242
https://www.mirror.co.uk/news/uk-news/paedophiles-using-online-computer-games-10233554
https://minecraftoys.com/is-minecraft-dangerous-for-kids-a-parents-guide
https://leahnieman.com/4-fabulous-family-friendly-minecraft-servers/
https://www.howtogeek.com/289985/how-to-set-up-minecraft-so-your-kids-can-play-online-with-friends/http://minemum.com/chat-settings

Minecraft has
approximately

users each
month
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GROOMING
As the majority of users who play Minecraft are 

children, this makes it an ‘appealing’ gateway for 
groomers. It has been reported that some users 
have created worlds in Minecraft to lure young 

people into a conversation to ask for explicit photos. 
There have even been more serious cases in which 

children have been persuaded to meet these people 
in real life.

CYBERBULLYING & GRIEFING
In multiplayer mode there is a live chat feature 

which allows players to talk to other players 
through text. This chat functionality includes basic 

�ltering to block out external links and o�ensive 
language being shared, but varies between each 

server. Grie�ng is when someone purposely upsets 
another player during the game. This can be done 
by ruining somebody's creation or generally doing 

something to spoil gameplay for another. 
Essentially, ‘Grie�ng’ is a form of cyberbullying and 

can be extremely frustrating for players.

COMMUNICATING WITH 
STRANGERS

Minecraft incorporates thousands of servers to 
choose from which are a single world or place 
created by the public and allow users to play 
the game online or via a local area network 

with others. No two servers are the same and 
each has its own individual plug-ins which are 

controlled by the creator. This means that some 
servers will allow communication with 

strangers.

VIRUSES & MALWARE
FROM MODS

There are several websites that o�er 
downloadable ‘mods’ which modify gameplay 
in a number of ways. Most of the mods will be 
safe to use, but as they have been created by 

the public, they will often contain viruses that 
can infect your child’s device and potentially try 

and �nd personal information about you or 
your child.

AGE RESTRICTION &
‘FANTASY VIOLENCE’

According to the ‘Entertaining Software 
Rating Board’ (ESRB), Minecraft is suitable for 
users aged 10+. Due to its ‘Fantasy Violence,’ 

the ESRB states that this rating has been 
given as ‘players can engage in violent acts 
such as setting animals on �re and harming 

them with weapons. Mild explosions are 
occasionally heard as players use dynamite 

to fend o� creatures and mine the 
environment.’

CHILDREN MAY BECOME 
ADDICTED 

As with other games, Minecraft is a game 
where players can keep returning with 

constant challenges and personal goals to 
achieve. Children may �nd it di�cult to know 
when to stop playing, becoming absorbed in 

the game and losing track of time.

SCAN ‘MODS’ FOR MALWARE
Minecraft ‘mods’ add content to games to give 

extra options to interact and change the way the 
game looks and feels. However, although ‘mods’ 

can bring fun for a child, it’s important to consider 
that downloading and installing ‘mods’ could 
potentially infect their device with a virus or 

malware. In 2017, security company Symantec 
stated that between 600,000 and 2.5 million 

Minecraft players had installed dodgy apps, which 
hijacked player’s devices and used them to power 
an advertising botnet. Install a malware scanner 

on every device that your child plays Minecraft on 
and make sure it’s regularly kept up-to-date.

SET TIME LIMITS
With ‘Gaming Disorder’ becoming an o�cial health 

condition, we suggest setting a reasonable time limit 
when playing Minecraft. Parents can use parental 
controls on devices to limit the time a child plays 

games. It is worth having a conversation with your 
child to understand which ‘mode’ they are playing the 

game. This may help you decide on the amount of 
time you would like them to play. For example, a mini 
game will have an ‘end,’ but this will depend on how 

long the game creator has made the game last. In 
‘survival mode,’ the game has no end as there is no 
goal to be achieved other than the child's own e.g. 

after they have built something.

MONITOR YOUTUBE TUTORIALS
Many Minecraft users turn to ‘YouTube’ for video 

tips on improving their game play and discovering 
new techniques. Although many videos are 

age-appropriate, some include sexual references 
and bad language. We suggest watching Minecraft 

tutorial videos together with your child. If your 
child is under the age of 13, we suggest installing 
‘YouTube Kids’ which provides a safer platform for 

children to safely �nd the content they want.

PLAY IN ‘CREATIVE’ OR 
‘PEACEFUL’ MODE

Even though the age limit is 10+, Minecraft can 
be quite overwhelming at times, especially for 
younger players or SEND children. We suggest 
restricting your child to play in ‘creative mode’ 

or ‘peaceful mode’ which takes away the 
survival element and removes the ‘scarier’ 

monster/zombie characters.

CHOOSE SERVERS CAREFULLY
To protect your child from engaging in 

conversation with strangers, advise them to only 
enter servers with people they know and trust. 
Your child can also create their own multiplayer 
server and share this with their friends, which is 

safer and more controlled than joining a 
stranger’s server.

DISABLE OR MODERATE CHAT
To avoid potentially inappropriate comments in a 

live chat, you can follow these steps to turn live 
chat o�: 1. Select ‘Options’  2. Toggle the Chat 

button to ‘Hidden’ or ‘Commands Only’. Bear in 
mind that the chat feature is also where your child 
can enter commands during the game, so this may 

restrict their game play.
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