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If you have children, it is understandable
to have concerns about the films and TV
shows they watch, as well as the games
they play. In this guide, we take a look at
the two official ways you can assess if a
particular title is suitable for your child.
Both the BBFC and PEGI have search
facilities on their websites that can be
used to look up individual titles so you
can check their ratings.

RATINGS FOR FILMS, TV & MUSIC VIDEOS

RATINGS FOR GAMES

Since 1912, the BBFC (British Board of Film Classification) has
informed UK residents of the age suitability of films, TV and
music videos - providing parents with the information needed to
assess whether or not it is appropriate for their child’s age. This
applies to cinema releases, DVDs and streaming video services
such as Netflix.

PEGI (Pan European Game Information) is a content rating system that
ensures all video games are labelled with a minimum age
recommendation. These age recommendations are based on the
types of content featured within a game. With each game, PEGI also
provide a content descriptor that indicates the potential issues and
concerns, including sex, violence, bad language and drugs.

WHAT ARE THE BBFC RATINGS?
BBFC ratings are broken down into seven age categories:

U

PG

12

12A

Suitable for
Universal, suitable Parental Guidance people aged 12
for all ages
required
and over

Suitable for people aged
12 and over; anyone
younger must be
accompanied by an adult

15

18

R18

Suitable for
people aged 15
and over

Suitable for people
aged 18 and over

Adult content only available in
specially licenced cinemas and
specialist retailers

WHAT ARE THE PEGI RATINGS?
BBFC ratings can be broken down into six age categories:
PEGI ratings are split into age restriction and content descriptors.
Additional ‘content descriptors’ help parents and children to
understand the type of content featured within a particular game,
including sex, fear, bad language, discrimination, gambling, drugs,
violence, and in-game purchases. In combination, the two different
ratings can provide a good level of information to help make
informed decisions regarding the suitability for your child.
PEGI age ratings are broken down into five categories:

RESTRICTED

PEGI content descriptors are broken down into eight categories:

WHAT ELSE CAN BBFC REVEAL?
Accompanied with the age suitability rating, BBFC also provide an
additional warning regarding the content and what to expect, such
as swearing, sexual content, violence and anything you may
consider to be inappropriate for your child. In addition to this, the
content is also rated in three levels: frequent, mild or strong.

LIMITATIONS OF BBFC RATINGS

LIMITATIONS OF PEGI RATINGS
It’s possible for young people to buy games online without a required
proof of age, opening them up to age-inappropriate content without
you knowing. We advise that you regularly monitor your child’s
gaming activities and maintain a honest and healthy dialogue with
them about the online world.

PARENTAL CONTROLS

It’s important to note that there is no obligation on streaming video
services to use or display BBFC ratings. Due to this, we advise that
you check the rating online before your child streams the content. It
may also be a good idea to watch the content first yourself or
discuss it with other parents to help you decide whether or not it is
suitable for your child.

It is a good idea to put in place parental controls for all online
accounts which your child may use to purchase or download online
games e.g. The App Store, Google Play Store, PlayStation Store and
Microsoft Xbox Store etc.

Source: www.bbfc.co.uk

Source: www.pegi.info
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Grooming is when someone befriends and builds an emotional
connection with a child to gain their trust for the purposes of sexual
abuse or exploitation. They can do this both offline and online, with
technology and the Internet being commonly used to initiate and
facilitate contact with a child. Gaining victims’ trust is a key part of
engaging them in sexually explicit behaviour. The groomer, who can
either be a stranger or someone a child already knows, tends to use
tactics such as engaging in small talk or exchanging personal
information with the child about hobbies and relationships, using
flattery and gifts to build a rapport or even making threats and
intimidation to gain control. This can take place over varying periods
of time – from a few days to several years.

What parents need to know about

ONLINE GROOMING
NUMBERS OF GROOMING
OFFENCES ARE SOARING

In April 2017, a new government law came into force in
England and Wales to allow police to charge adults who
send sexual messages to children through mobile phones
and social media. In the first year since the law change,
there were 3,000 police-recorded offences of sexual
communication with a child – a figure 50 per cent higher
than experts expected in the first year.

ALL CHILDREN ARE AT RISK

According to a 2018 NSPCC report, a
quarter of young people have experienced
an adult who they don’t know in real life
trying to contact them online. One in four
said they had been sent messages, images, videos or
other content that made them feel sad, worried or
uncomfortable. One in 10 girls and one in 20 boys under
the age of 13 said they had received unwanted sexual
messages.

CHILDREN ARE
VULNERABLE TARGETS

GROOMING CAN HAPPEN RAPIDLY

Groomers use psychological tricks and methods to try and
isolate children from their families and friends and will
often choose to target more vulnerable children who may
be easier to manipulate. In order to seek potential victims,
predators are likely to use apps and websites that are
popular with children and young people. Groomers can
use a ‘scattergun’ approach to find victims, contacting
hundreds online to increase their chance of success.

LIVE STREAMING CONCERNS

It’s unlikely that you can stop
your child using the Internet,
nor can you constantly
monitor their online
activities, but you can talk to
your child on a regular basis
about what they do online. By
talking openly with them
about online relationships,
they can quickly ascertain the kind of behaviour which is
appropriate or inappropriate. Ask them whether they have
any online friends or if they play online games with people
they haven’t met. This could then open up conversations
about the subject of grooming.

CHECK PRIVACY SETTINGS

In order to give your child a safer online gaming
experience, it is important to check privacy settings or
parental controls on the networks, devices, apps, and
websites they may use. If you use location-sharing apps to
check where your child is, remember that these could
always be used by strangers to follow your child without
their knowledge. Ensure that you check options so that
location information is never shared with anyone except
those they have permission to share with.

ANYONE CAN GROOM YOUR CHILD

Predators may use live video to target children in
real-time using tricks, dares or built-in gifts to
manipulate them. Grooming often takes the form
of a game where children receive 'likes' or even
money for performing sexual acts. Social media channels,
such as YouTube, Facebook, Instagram and Snapchat, all
have live streaming capabilities, but there are many apps
which children can use to live stream, including Omegle,
Live.me, BIGO Live, YouNow and many more.

Many people expect groomers to be adults posing as
children, but this is not always the case. Data from
University of Swansea reveals that groomers’ use of
identity deception (around age, location and appearance)
is fairly low. This can be because they approach many
children, limiting their ability to lie. The worry is that
honesty can be more damaging to the victim since they are
more likely to feel as if they are in a real relationship.

DISCUSS SAFE ONLINE BEHAVIOUR

Parents

Top Tips
for

IT’S GOODTOTALK

Grooming is generally a slow, methodical and intentional
process of manipulating a person to a point where they
can be victimised. However, according to researchers at the
University of Swansea, online grooming can also be very
rapid, with analysis of chat logs revealing that it can take
just 18 minutes for some predators to arrange to meet
their victim. The fastest predators used sophisticated,
persuasive, language-based strategies to rapidly build
trust, including the use of small talk and praise which
quickly escalated into requests for sexual messages.

Make it clear to your child that they should not accept friend
requests from people they don’t know and to verify friend
requests with people who they do know. They should never
agree to chat privately with a stranger or someone they
don’t really know. Remind them that they should never
divulge personal information, such as mobile phone
numbers, addresses, passwords or name of their school.

DISCUSS HEALTHY RELATIONSHIPS

Talk to your child about what a healthy relationship looks
like and how to detect someone who might not be who they
claim to be. Explain that groomers will pay your child
compliments and engage in conversations about personal
information, such as hobbies and relationships. They may
admire how well they play an online game or how they look
in a photo. Groomers will also try and isolate a child from
people close to them, such as parents and friends, in order to
make their relationship feel special and unique.

BE SUPPORTIVE

Show your child that you will support them and make sure
they understand they can come to you with any concerns
they may have. They need to know they can talk to you if
someone does something they are uncomfortable with,
whether that is inappropriate comments, images, requests
or sexual comments.

LOOK OUT FOR WARNING SIGNS

Child safety experts have identified key grooming patterns
and advise parents to look out for:

• Secretive behaviour about
what they are doing online.
• Internet or smartphone
usage late at night.
• Going to unusual places to
meet up with friends you
have not heard of.
• They are clingy, have
problems sleeping and
eating or even bedwetting.

• A lack of interest in
extra-curricular activities.
• Having new items, such as
clothes or phones, which
they can’t explain.
• They seem withdrawn,
anxious, depressed or
aggressive.
• Having older boyfriends
or girlfriends.

HOW TO REPORT
REPORT

If you’re worried that your child is being
groomed online or sexually exploited, you can
report your concerns to the Child Exploitation
and Online Protection (CEOP) Safety Centre,
which is part of the National Crime Agency at
www.ceop.police.uk/safety-centre. Reports are
read by a Child Protection Advisor who will
make contact by phone or email to work with
you to make a plan to keep your child safe. If
you think a child is in immediate danger, call
the Police on 999 or NSPCC on 0808 800 5000.

SOURCES: Https://www.nspcc.org.uk/globalassets/documents/research-reports/how-safe-children-2018-report.pdf, https://www.telegraph.co.uk/news/2018/06/17/police-reveal-3000-sex-grooming-crimes-against-children-young,
https://www.independent.co.uk/news/uk/crime/paedophiles-arrested-hundreds-police-warning-live-streaming-nca-online-dangers-uk-grooming-children-a8092851.html,
https://www.nspcc.org.uk/what-we-do/news-opinion/Facebook-tops-list-online-grooming, https://projects.swan.ac.uk/onlinegroomingcommunication/
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BIGO LIVE

13+

Facebook

13+

Youtube

13+

YouNow

Live streaming is the term used to describe the broadcast of a real
time video from a mobile device, tablet or games console. Many live
streaming apps have functionality for interactions from viewers,
such as commenting, live chats and sending reactions during the
broadcast. Live streaming opens up a world of excitement for
children, where they can watch live concerts, their favourite
celebrities and bloggers/vloggers, connect with their friends, watch
live gaming and much, much more. Whilst there are many positives
with live streaming, it creates a worldwide platform for unsuitable
content to be streamed and creates a host of dangers for children.

13+

13+

Steam

Twitch

13+

Instagram

13+

98%

of child sex abuse
live streaming victims
are 13 or under

What parents need to know about

Omegle

13+

Periscope

LIVE STREAMING
SIGN UP PROCESS & AGE
RESTRICTIONS

Most live streaming apps have an age restriction of 13 and
above. It is important to note that some platforms do not
require proof of age when signing up to the app, meaning
that anyone can register for an account. This also opens up
the opportunity for people to lie about their age to seem
older or younger.

WHO IS WATCHING YOUR
CHILD?

If your child’s privacy settings are not set up effectively,
anybody can be watching their live streams. One of the
main characteristics of live streaming is its ability for videos
to be instantly shared all over the world, but this creates the
opportunity for more people to watch anybody regardless
of whether they know them.

LIVE CONTENT

As the streams are live, children can instantly be exposed to
anything inappropriate. Most live streaming apps will have
filters, rules and guidelines in place to ensure their services
are monitored. They will also have report buttons where
inappropriate content will be sent for review. Bear in mind
that a report may not be dealt with instantly, which means
your child may be further exposed to inappropriate content
during a live stream.

RECORDINGS OF YOUR CHILD

Each streaming app and website that allows live streaming
has different rules about how they store their live videos
once completed. For example, a live stream on Periscope
will be automatically deleted after 24 hours, but apps such
as Facebook and YouTube allow the video to be posted on
the app and will only be deleted once the creator decides. It
is important to realise that deleting a video will not stop it
from being shared. A live stream can be recorded (or
screenshots can be taken) by other viewers using certain
software and then shared on other platforms. Research
conducted by the Internet Watch Foundation (IWF)
discovered that apparently recorded illegal videos of live
streams were redistributed on other sites.

17+

WHAT IS YOUR CHILD
WATCHING?

Live streaming apps don’t just allow children to stream their
own videos, they can also watch other people’s streams.
Anything can be streamed at any time and any place,
including violence, graphic imagery, nudity, illegal
behavior, drug use, profanities etc. Most live streaming
apps claim to monitor live streams and will take action to
stop any that do not adhere to their guidelines. However,
with millions of live streams each day, it is extremely
difficult to monitor them all.

GROOMING

There have been recent reports of paedophiles coercing
children as young as three on live streaming apps. Due to
the anonymous nature and lack of identification needed to
sign up to some apps, almost anyone is able to sign up and
use the service. Users can use fake identities to sign up to
the apps and watch/stream videos. Recent research by the
IWF revealed that children may be asked to do things and
perform ‘suggestive acts’ during their live stream by
strangers.

Top Tips for Parents
TALK REGULARLY WITH
YOUR CHILD

BE PRESENT

In a recent three month study by the Internet Watch
Foundation (IWF), 96% of streams showed a child on
their own, often in their bedroom or bathroom. If your
child is going to conduct a live stream, ask them if you
could be present for it. This will give you a greater
knowledge of what your child is doing during their live
streams and who they are streaming to.

PROTECT THEIR PERSONAL
INFORMATION

Your child may unknowingly give away personal
information during a live stream, including their
location. Talk to them about what constitutes ‘personal
information’ and make sure they do not disclose
anything to anyone during a live stream, even to their
friends. Advise them to remove any items in their live
stream (school uniform, street name, posters etc.) that
could potentially expose their location or personal
information.

PROTECTING THEIR
ONLINE REPUTATION

Ask your child which live streaming apps they are using
and how they are using them. Are they watching live
streams or making their own? What types of live streams
do they like watching? If they are under 13, it is strongly
advised that they are not using any live streaming apps
due to the dangers involved, but you may feel that they
should not be using the apps even if they are over the
age limit. With live streaming being such a popular
feature on apps, it is important that you are aware of the
dangers associated with it in order to protect your child
effectively.

What your child does now may affect their future
opportunities, and it is important that they have a good
understanding of this. As the videos are live, it may lead
to the misconception that whatever happens in the
video will disappear once the live stream ends. This is
incorrect. Tell your child that their live streams cannot
be undone and this has the potential to affect their
online reputation.

PRIVACY SETTINGS

Some live streaming apps/websites give users the ability
to link and share the content through other social media
platforms to share their video further. For example, a
live stream on Periscope, can be shared on Twitter and
Facebook during the stream if the accounts are
connected. While it may seem like a good idea to show
the video to more people, the privacy settings may differ
on each app, opening up the potential for unwanted
viewers to join the stream. We suggest checking the
privacy settings on each app and where possible, only
streaming on one app at a time in order to have greater
control over who sees the live stream.

Each live streaming app will have its own privacy
settings with options varying from platform to platform.
Generally, we advise that your child’s account is set to
private. This will ensure that only their friends/followers
will see their live stream. It is important to check each
app to ensure that the privacy settings are in place to
protect your child from strangers viewing their streams
and engaging in conversation with them. The settings
on most apps will allow you to turn off the chat feature
during a live stream, restricting conversations, but live
chat is part of the ‘fun’ when it comes to live streaming.

https://www.iwf.org.uk/ https://www.pscp.tv/content

REMOVE LINKS TO
OTHER APPS

https://www.channel4.com/news/children-bombarded-with-sexually-explicit-chat-on-musical-ly-and-live-ly
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https://www.independent.co.uk/news/uk/crime/paedophiles-child-sex-abuse-live-stream-direct-webcam-mobile-online-a8351986.html
http://www.bbc.co.uk/news/uk-44233544?utm_content=71916416&utm_medium=social&utm_source=twitter

How to spot

FAKE NEWS

FREE
item every
Wednesday

Issue: #WakeUpWednesday

WHAT IS
‘FAKE NEWS’?
Fake news can be false
information, photos or
videos purposefully created
to confuse or misinform.
It can also be genuine
information that has been
manipulated to deceive. It is
important that we learn how
to distinguish between real
news and fake news.

?

?

Read more than just
the headline!

?

Some news sites will post stories with ‘click
bait’ headlines to grab your attention and make
you click on them. These headlines might not
even be relevant to the story. Studies show that
almost 60% of links that people have shared on
social media have never actually been clicked
before sharing, so it’s really important that you
read the article first before you share it to make
sure the news is real.

Have you checked
the URL?

DOES IT SOUND
REAL?
Many fake news stories
are written with appealing
headlines and have content
designed to create ‘shock
value’ in order to spread
like wildfire. Typically,
fake news will include
topics such as the ‘death’ of
a famous person, company
giveaways, news relating
to supernatural events, or
terror related posts that
provoke a reaction. Have a
look at other news sources to
see if a story has been widely
reported before sharing
unsubstantiated claims.
You can also check facts at
websites, including snopes.
com and factcheck.org.

CHEK 4
SPELIN AND
GRAMMAT!CAL
MISTKS
Not always, but poor
spelling, grammar and
vocabulary on articles
may indicate that an item
is not from a reputable
source. Be wary!

Check the comments!
Have a read through the comments on a news
story – either at the bottom of the article or on a
social media share. Reactions and comments can
often show if other people don’t believe the story
is true, or whether someone has confirmed it is
fake news. Of course, you can’t always know if a
comment is real!

Does the website address at the very top of the
page look real? One of the easier ways to spot
suspect stories is if they’re located on a news site
with an odd domain name. So, check the URL.
Some dodgy websites will try to incorporate a
legitimate news source into its URL, such as
www.therealbbc.co.uk, or will slightly misspell
a popular website domain, e.g. www.bbcc.corp.

How long has the
page existed?
Be wary if a story comes from a news
organisation you have never heard of. Some
hoaxers will set up a quick website to spread
fake stories and so-called ‘breaking news’.
So, if a story with bold claims originates from
a website that has only just launched, you
would be wise to doubt its authenticity. There
are online tools, such as the internet archive,
that display the approximate age of a website
on the internet and allow you to view how it
looked before.

Who wrote it?
Make sure that the website that published the
story is a credible source, i.e. a major news
network or local paper which has the resources
to fact-check published stories. If you get your
news primarily via social media, always check
the source and use caution if the story comes
from a news organisation you have never heard
of. If the article has a byline, you should be
able to research to see if the writer is a genuine
reporter by searching for them on Google.

Is it a joke?
While most fake stories are
designed to make you believe
them, it’s important to know
how to spot when the content
has been written as a joke on
purpose. Articles from joke
news webisites (such as ‘The
Onion’ or ‘The Daily Mash’) are
hugely popular on social media
but some people may think their
stories are real. Always read
joke articles with a pinch of salt.

47%
of parents

said they thought their
children spent too much
time in front of screens

It can be challenging for parents and carers to know whether children
are spending too much time on their devices. Furthermore, it’s even
more of a challenge to know whether a child is addicted to the internet
and social media. As technology is becoming more pervasive, children
and young people are experiencing tech - related dependencies. Do
we as parents and carers have the knowledge to identify and support
children and young people who may be developing an addiction to
their devices?

What parents need to know about

SCREEN ADDICTION
SMARTPHONE ADDICTION
IS A RECOGNISED HEALTH
CONDITION

Children as young as 13 are attending ‘smartphone
rehab’ following growing concerns over screen time.
There are now help centers in the UK which deal with
screen addiction for children and adults showing the
seriousness of device addiction.

IT CAN CAUSE SLEEP
DEPRIVATION

7 out of 10 children said they had missed out on sleep
because of their online habits and 60% said they had
neglected school work as a result. It is important that
children get the sleep they need in order to focus the
next day.

CONFIDENCE, SUPPORT &
ACCEPTANCE

The Children’s Commissioner report ‘Life in Likes’, explored
how children aged 8-11 are using social media today. It
showed that children are using their devices to speak to
their online friends about their problems and seek
acceptance and support, removing face to face
interactions.

APPS CAN BE ADDICTIVE

Apps have been designed with ‘psychological tricks’ to
constantly keep grabbing your attention. One example
of this is on the app Snapchat, where you can gain
‘streaks’ when interacting with your friends. If you don’t
respond, you lose the streak. This addictive nature of
apps aims to engage children and keep them coming
back for more.

LOSS OF INTEREST IN
OTHER THINGS

Your child may become less interested in anything that
does not include their device. You may notice that your
child is missing school time and generally being less
engaged with other activities in the home. It is important
to discuss this with your child as soon as you notice a
behaviour change.

Top Tips for Parents

ENCOURAGE ALTERNATIVE
ACTIVITIES

It may seem like an obvious solution, but encouraging
children to play with their friends, read a book, or playing
outdoors will help them realise they can have fun without
their device. Playing football, trampolining, camping,
going for a walk or swimming are all healthy replacements
for screen time. Try to join them in their
outdoor activities to show your support.

LEAD BY EXAMPLE

Children model their behavior on their peers, so if their
parents are constantly on their device, they will see this as
acceptable. Try limiting your own screen time and follow
the same rules you have set for them. If you have asked
your child to not use their device at the table, make sure
you don’t. Try setting house rules that the whole family
abide by.

REMOVE DEVICES FROM
THEIR BEDROOM

Setting a rule about removing devices from bedrooms will
help your child to get the sleep they need and be more
focussed the next day at school. 20% of teenagers said that
they wake up to check their social network accounts on
their devices. Even by having a device switched off in their
bedroom, they may be tempted to check for notifications.

LESS TIME MEANS LESS
EXPOSURE

53% of children aged 3-4

There are many risks associated with devices, such as
cyberbullying, grooming, sexting, viewing inappropriate
content etc. Less time spent on a screen means that a child
will be less exposed to these risks.

go online for nearly

go online for nearly

MOBILE-FREE MEAL TIMES

Have you tried to settle your child by giving them a tablet
at the dinner table or restaurant? This may seem like a
quick fix to calm them down but in reality, it is encouraging
them to use their device as a distraction from conversation
and dealing with their emotions. We suggest removing all
technology from the dinner table and having conversations
with your family about how their day has been.

8hrs a week

79% of children aged 5-7
STATISTCS

LIMIT SCREEN TIME

In today’s digital age, technology is an important
part of a child’s development so completely banning
them from their device will mean they are missing out
on a lot, including conversations and communication
with their friends. Rather than banning them from
using their devices, we suggest setting a screen time
limit. Work out what you think is a suitable and healthy
amount of time for your child to be on their device
per week. Remember that your child may need to use
devices for their school homework so only set screen
limits on recreational time on their device. Once you
have established this, have the conversation with them to
discuss why you are implementing a screen limit. There will
be others in your child’s friendship group who will not have
screen limits set and will be sending messages when they
do not have access to their phones.

94% of children aged 8-11
go online for nearly

13.5hrs a week

99% of children aged 12-15
go online for nearly

https://www.independent.co.uk
Children and Parents: Media Use and Attitudes Report 2017: https://www.ofcom.org.uk
http://uk.businessinsider.com/how-app-developers-keep-us-addicted-to-our-smartphones
Journal of Youth Studies: https://www.mirror.co.uk/tech/one-five-kids-losing-sleep-9653986
University of Leeds: https://medhealth.leeds.ac.uk/news/article/1296/lack_of_sleep_damaging_for_children
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9hrs a week

    

21hrs a week

Did you know?

IT IS ILLEGAL TO TAKE,
MAKE OR SHARE AN
INDECENT IMAGE OR
VIDEO OF A CHILD UNDER
THE AGE OF 18 – EVEN IF
IT IS CONSENSUAL

Sexting occurs
predominantly
on, but is not
exclusive to
these apps...
 

  

    



Sexting involves sending and receiving explicit messages, images or videos
of a sexual nature. This content is usually uploaded on a mobile device,
which can then be uploaded onto social networking sites and shared
further. They can be sent to or from a friend, boyfriend, girlfriend, or
someone your child has met online. Sexting is often described as the new
flirting for children – but it is illegal for anyone under the age of 18, with
police forces in England and Wales recording 6,238 underage "sexting"
offences in 2016-17, a rate of 17 a day.

What parents need to know about

SEXTING

BREAKING THE LAW

Sexting is illegal if you share, make, take or distribute an
indecent image or video of a child under the age of 18. It
is an offence under the Protection of Children Act (1978),
the Criminal Justice Act (1988), and under Section 67 of
the Serious Crime Act (2015). Sexting or ‘youth produced
sexual imagery’ between children is still illegal, even if
they are in a relationship and any images are shared
consensually.

CHILDRENTHINK IT’S HARMLESS
Many young people see sexting as ‘banter’ or a joke, an
easy way to show someone they like and trust them, or
just a cool thing to do. But they may not realise the
consequences of sharing personal information and how
it can be potentially harmful to them in the future.

REGRETTING THEIR
ACTIONS
Although some children are
willingly exchanging images, many
may regret sharing the messages,
images and videos after they have
sent or uploaded them. Once it's out
there, there's no going back, and
your child may feel ashamed,
vulnerable, worried or anxious
about imagery resurfacing later,
especially if a relationship or
friendship has broken down.
‘Sexting’ was the most viewed
information and advice topic on the
Childline website in 2017, showing
the need for people to get help.

BULLYING, COERCION &
BLACKMAIL

Your child may feel pressured into sexting, so they don’t come across
as boring, or think it’s a way to show someone they care for them. They
may feel under pressure to give in to repeated requests or feel obliged
to share sexual messages and imagery. Sexting can also expose
young adults to the risk of being exploited by paedophiles or sexual
predators, who then use images to extort additional photos, sexual
favours, and sometimes money from victims.

SHARING
Once a photo or video is out there, there's no way of knowing how
many people have saved it, tagged it or shared it. Children like to
show off to their peers and suddenly, an image has gone beyond
its intended recipient, to classmates, friends, and even strangers.
Once an image or video has been shared online, there’s nothing to
stop it being archived and repeatedly shared.

Top Tips for Parents
TALK TO YOUR CHILD
Encourage open dialogue about appropriate information

to share with others both online and offline, discuss the
word ‘sexting’ and ensure that they know what it is and
what it involves. Show that you understand that sexting
can reflect natural adolescent curiosity about nudity,
bodies and exploring their sexuality, but explain why it’s
important to think twice before sharing something. Show
that you are approachable and understanding.

DISCUSS THE LEGALITIES

Children and young people may not realise that what they
are doing is illegal. Ensure that your child understands
that when they are aged under 18, it is
against the law for anyone to take or
have a sexual photo of them – even if
it’s a selfie, and even when the
activity is consensual.

EXPLAIN THE REPERCUSSIONS

Let your children know that once they have sent a message,
they are no longer in control of it, and the messages, images
and videos that they may intend to share with one individual
may end up where the whole world can have access to them.
Even if they completely trust someone, other people using
their phone might accidentally see it. And, later in life, it may
affect their online reputation, especially if universities,
employers or future partners access the imagery.

HOW TO REMOVE IMAGES

If an image has already been shared, either your child or
yourself should speak to the person that the image was
shared with and ask them to delete it. You can also use the
report button on a website where the image was posted.
Speak to your child's school, as they may be able to
confiscate phones if they know that they have sexual
imagery stored. If you believe the child was forced into
sending the message, report this to the police. You or your
child can also report the content to CEOP with one of their
child protection advisors (Child Exploitation and Online
Protection Command).

BLOCKING AND
STOPPING SEXTING

Show your child how to use the block button on their
devices and favourite apps to stop people sending them
unwanted messages. You can also set up parental controls
with your internet service provider or on your child's phone
to stop them from accessing harmful content.

HAS YOUR CHILD RECEIVED A
SEXUAL IMAGE?

Firstly, reassure your child that they have done the right
thing by speaking to you about the incident. Ask them if
they requested the image or if they received it unwillingly.
If the image has been sent to your child by an adult and
you are concerned about sexual exploitation or grooming,
contact CEOP immediately.

SOURCES: NSPCC (2015) Review Under Pressure: What’s Affected Children in April 2013 - March 2014. [online]
nspcc.org.uk/globalassets/documents/annual-reports/childline-review-under-pressure.pdf. Last accessed on 25/07/18;
theconversation.com/one-in-seven-teens-are-sexting-says-new-research-92170; learning.nspcc.org.uk/research-resources/childline-annual-review; bbc.co.uk/news/uk-41880500
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What children need to know about

ONLINE

BULLYING
What is online bullying?
Online bullying – also known as
cyberbullying - is bullying that
takes place ON THE INTERNET
or via electronic devices and
mobile phones. It can include:
Sending someone mean or
1. threatening
emails, direct

messages or text messages

Hacking into someone’s
2. online
account
Being rude or mean to
3. someone
when playing
online games

Posting private or
4. embarrassing
photos online
or sending them to others

5

Why does it happen?
Going online makes it easier for people to say and do
things they probably wouldn’t do face to face. Online
bullies don’t get to see their victims’ reactions in
real life, so this can cocoon them from the real
damage that they are doing. Quite often, people bully
because they are going through something difficult
themselves and taking it out on others is the only way
they know how to get control of their own emotions.

!
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How does it feel to be bullied?
Being bullied can impact on your self-esteem,
confidence and social skills. Because it happens
on your phone, tablet or computer, it can feel
like you are under threat even when you’re in a
safe environment, such as your bedroom. Don’t
forget…it is not your fault if you’re being bullied.

Am I an online bully?
Sometimes it isn’t obvious that what you are doing is
wrong, but if you use digital technology to upset,
anger or embarrass someone on purpose, this means
you’re involved in online bullying. It might be as simple
as ‘liking’ a mean post, laughing at an online video, or
spreading a rumour, but the person being bullied could
feel like they are being ganged up on. Think about how
it would make you feel if it happened to you. Everyone
can make mistakes, but it’s important to learn from
them - go back and delete any upsetting or nasty posts,
tweets or comments you’ve written.

Creating fake social media
5. accounts
that mock someone
or trick them

Excluding someone from an
6. online
conversation or

blocking them for no reason

BE KIND ONLINE
Before pressing ‘send’ on
comments, ask yourself these 3
questions...
Why am i posting this?

1.
2. Would i say this in real life?
How would i feel if
3. somebody
said this to me?

Who do I tell?

Ch
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You don’t have to deal with the bullying on
your own. Talk to an adult that you trust – a
parent, guardian, or teacher. Most websites,
social media websites and online games or
mobile apps let you report and block people
who are bothering you. You could also contact
Childline (www.childline.org.uk), where a
trained counsellor will listen to anything
that’s worrying you – you don’t even have to
give your name.

How do I prove it?
When cyberbullying happens, it is important to document and
report the behaviour, so it can be addressed – record the
dates and times when cyberbullying has occurred, and save
and print screenshots, emails, and text messages.

How can I stay safe?
Make sure your privacy settings are set
so that only people you know and trust can
see what you post. Never give out personal
information online, such as in public profiles,
chat rooms or blogs, and avoid further
communication with those sending the messages.
Keep aware of fake profiles and internet users
pretending to be someone that they are not.

