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What parents need to know about

Instagram is an image and video sharing app that 
allows users to share moments with the world. The app 

has a live streaming feature and additional add-ons, 
such as ‘Boomerang.’ ‘Hyperlapse’ and ‘Layout,’ which 

can be used to enhance their feed. Users can choose to 
add �lters and make adjustments, such as brightness / 

contrast to their photos. To make their content more 
‘searchable,’ users can include hashtags in their uploads 

to make them easier to �nd.

INSTAGRAM
LIVE STREAMING TO 

STRANGERS
The live stream feature on Instagram allows users 

to connect with their friends and followers in 
real-time. Followers can comment on the video 

during the broadcast (which can be turned o� in 
the settings). If your child has a private account, 

only their approved followers can see their story. It 
is important to note that they still may have 

followers that they do not know, which means they 
could be live streaming to strangers. A public 

account allows anybody to view their story. We 
suggest that your child goes through their 

followers list and blocks anyone they do not know. 
An additional risk with live streams is that your 

child may do something that they regret. This could 
be captured by a viewer taking a screenshot and 

then shared around the Internet.

IN-APP PAYMENTS
Instagram allows payments for products directly 

through the app. It operates under the same rules 
as Facebook Payments, which state that if you are 
under the age of 18, you can only use this feature 

with the involvement of a parent or guardian.

DAMAGE TO CONFIDENCE, BODY 
IMAGE & MENTAL HEALTH

When people use �lters on their photos on Instagram, 
it can set unrealistic expectations and create feelings 

of inadequacy and low self-esteem in children. 
Children may strive for a comparable number of ‘likes’ 

to a realistically edited with the risk of drastically 
lowering your child’s con�dence or sense of self-worth.

PHOTO / VIDEO SHARING
Posting photos and videos is Instagram’s biggest 

selling point, but with sharing images comes risks. A 
photo which includes landmarks in the area, their 

school uniform, street name, house and even tagging 
in the location of the photo uploaded to Instagram can 

expose the child’s location, making it easy to locate 
them. If their account is not set to private, anyone can 

access their account and see their location.

LOCATION TAGGING
Public locations can be added to a user’s 

photos/videos and also to their stories. While this may 
seem like a good idea at the time, it can expose the 

location of your child. This is particularly more of a risk 
if it is on their story, as it is real time.

FILTER INAPPROPRIATE COMMENTS
Instagram announced on 1st May that they now have an 

‘anti-bullying’ �lter on the app. This new �lter hides 
comments relating to a person’s appearance or character, as 

well as threats to a person’s wellbeing or health. The �lter 
will also alert Instagram to repeated problems so they can 

take action against the user if necessary. This is an 
automatic �lter, but it can be turned o�. Make sure this is 

turned on in the app’s settings.

TURN OFF SHARING
Even though this feature will not stop people from taking 
screenshots, it will stop others being able to directly share 

photos and videos from a story as a message to another 
user. This feature can be turned o� in the settings. We also 

recommend turning o� the feature which automatically 
shares photos and videos from a story to a Facebook 

account.

HIJACKED HASHTAGS
Like Twitter, hashtags are also an extremely 
prominent tool in Instagram and with that 

comes dangers for your child. One person may 
use a seemingly innocent hashtag with one 

particular thing in mind, and before you know it 
hundreds of people could be using the same 

hashtag for something inappropriate or 
dangerous that your child certainly shouldn’t be 

exposed to.

INSTAGRAM TV
Instagram TV works similarly to YouTube. Users can 
watch videos from their favourite accounts on the 

platform, or create their own channel and post their 
own videos. It’s important to note that anyone can 

create their own Instagram TV channel and you 
don’t have to be friends with a person to follow an 

account and watch their videos. Ultimately, features 
are encouraging users to spend more time on the 
app, therefore it’s important to set time limits and 
ensure their devices are not disturbing their sleep 

and performance at school. 

REMOVE PAYMENT METHODS
If you are happy for your child to have a card associated 
with their Instagram account, we suggest adding a PIN 

which needs to be entered before making a payment; this 
will also help prevent unauthorised purchases. This can be 

added in the payment settings tab.

RESTRICT MESSAGES
If your child’s account is not set to private, anybody can 

message them and reply to their stories. If they do wish to 
keep their account public, we strongly recommend 

changing the message reply settings to restrict who can 
message them.

USE A PRIVATE ACCOUNT
By default, any image or video your child uploads to 

Instagram is visible to anyone. A private account means that 
you have to approve a request if somebody wants to follow 

you and only people you approve will see your posts and 
videos.
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Status of Mind: Social media and young people’s mental health | Life in Likes - Children’s 
Commissioners Report | Google Play Store | https://support.snapchat.com/en-US
https://help.instagram.com | Nydailynews.com: “The dangers of posting photos online”: 
http://www.nydailynews.com/life-style/dangers-posting-photos-online-article-1.1432134 | 
Theguardian.com: “ Does sharing photos of your children on Facebook put them at risk?”: 
https://www.theguardian.com/technology/2014/sep/21/children-privacy-online-facebook-
photos|Christiededman.com: “5 things you should know about hashtags and your kids” | 
https://itunes.apple.com/gb/app/instagram/id389801252?mt=8
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Kik (or Kik Messenger) is a free messaging app used by 300 million 
people worldwide that lets users exchange messages, photos, 

videos, GIFs and webpages via a Wi-Fi connection or data plan. Kik 
is unusual in that your child can sign up without a phone number 
and then �nd and message other people via just their username. 

Kik is aimed at anyone aged 13 years and older – the app says teens 
between 13 and 18 years old will need parental permission but it 

does not verify ages. 
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CHILD SEXUAL EXPLOITATION & 
GROOMING 

Police in the UK have warned that Kik has featured in ‘more than 
1,100 child sexual abuse cases in the last �ve years’ and that 

‘children are at risk’ on the app. O�ences involving the app include 
child sexual exploitation, grooming, and image violations. Kik has 
also been identi�ed by US police as being used by sex predators, 

and they say it is responsible for several recent incidents involving 
children, including the murder of a 13-year-old girl by a man she 

met via Kik.

FAKE OR ANONYMOUS PROFILES
What makes Kik unique to most other private messaging apps is the 
fact that it doesn’t require a phone number as it works through Wi-Fi 
instead. By using a username, your child can avoid sharing personal 
information with others on Kik, but on the �ipside, this makes it far 
easier for people to remain anonymous or to create a fake persona.

SEXUAL PREDATORS
Some people may use Kik with the intention of targeting children. 

Typically, this is a subtle and a potentially dangerous individual who 
will initially portray themselves as a friend who ‘understands’ a 

child. They may also lie about their age and it’s possible that your 
child could be manipulated by a stranger into doing regrettable or 

illegal activities, and maybe even meeting them in real life.
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JOINING PUBLIC GROUPS
As soon as Kik is downloaded, your child can join public groups to 
chat with up to 49 others about anything from music, to sports, to 

travel by searching for topics they are interested in. However, 
groups can include inappropriate names and content. There are also 

private groups on Kik that can be joined by scanning a group Kik 
code or if they’re added by someone on their contact list.
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SEXTING
Due to the general ease of sharing 
photos and videos, sexting has 
been reported on the app. These 
messages can be screen-captured 
or copied at the press of a button, 
which could lead to further 
dangers, such as blackmail and 
cyberbullying. It is illegal to make, 
possess, download, store and share 
sexual images, photos and videos 
of a person under the age of 18. 
This also includes any sexual 
images, photos and videos that a 
child may have taken of 
themselves. 
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CHOOSING A USERNAME
When setting up a Kik account, ensure that your child knows the 
importance of a secure username and why it shouldn’t contain 

ANY clues as to who they are in real life – especially their �rst or 
last name. Get them to choose a username that is hard to guess, 

using a combination of letters and numbers.

SHARING USERNAMES
Explain to your child that sharing usernames on social media 
channels, such as Twitter, Instagram or Facebook, will make it 
visible to people they might not know – and they’ll be able to 

message your child. If your child joins a group, anyone within that 
group will be able to see their username. Your teen will have a Kik 

Code that’s unique to them and lets your child connect with 
anyone that scans the unique code: encourage your child not to 

share their Kik Code with anyone they don’t trust. 

DEACTIVATING ACCOUNTS
If your child is under 13, you can submit a deactivation request to 

Kik by emailing support@kik.com. Use the subject line ‘Parent 
Inquiry’ and include your child’s Kik username and age in your 

message. If your child is over 13 and you want to close their 
account, you will need access to the email address registered to 

their account before you visit https://ws.kik.com/deactivate.

FIND GENUINE FRIENDS
The Kik app includes an optional feature that your child can turn 
on to help �nd real friends on Kik. The feature works by checking 
for accounts in Kik that match an email address or phone number 
stored in contacts (on a smartphone). If the app �nds a match, it 
will notify both your child and their friend with a Kik message.

SHOW HOW TO BLOCK & REPORT
Teach your child how to block and report users on the app. Kik’s 

‘block’ feature lets users block all contact with another user, 
without revealing to the other user that they’ve been blocked. 

The blocked user’s name will no longer appear in contacts in Kik. 
Your child can also report a group if they think it’s o�ensive or 

being used for abuse. Some users of Kik have reported that they 
receive sexually explicit, automated messages over the app – this 

is when automated spam bots have been created to distribute 
explicit images and texts using the service. Your child can use the 

‘Report’ feature to report spam. Once reported, there is the 
option to keep or remove the chat from the conversation list. If 
conversations are saved, Kik will automatically block the spam 

account but save the chat history.

DON’T TALK TO STRANGERS
If your child knows not to talk to anyone they don’t know in real 
life, the risks of using Kik are drastically lowered. Alternatively, if 
any stranger happens to send your child a message, teach them 

to ignore it.

COMMUNICATION IS KEY
If your child sees something disturbing, pornographic, deviant or 

otherwise troubling, they may be left confused and in need of 
somebody to explain it to them. As such, tell your child that you 

are always there to help them if they need it, and if they start 
acting di�erently to normal, calmly ask them why.

AVOIDING UNEXPECTED IMAGES
Kik censors images from strangers to limit lewd content being 

shared by surprise. The app will blur all photos in messages when 
users who have never interacted before contact each other for the 
�rst time. Users can only share unblurred images after they have 

both approved each other.

USING A VALID EMAIL
According to Kik, it is really important for users to provide a valid 
and accessible email address when registering their account. This 

will help to make sure your child is able to receive important 
emails from the service, such as a link to reset their password, 

when they need them.

MUTING OR LEAVING A CHAT
If someone has said something inappropriate to your child 

through Video Chat, they can mute the user or leave the Video 
Chat. Tap on the person’s Video Chat bubble and a mute icon will 
appear. When a child mutes themselves, their microphone will be 

disabled and nobody else in the chat will be able to hear them.

Kik
KIK ‘BOTS’

Users can add ‘bots’ to their friends list and communicate with 
them on the app. ‘Bots’ are automated software programs built 

into the app that mimic conversation – developers, brands and Kik 
can create ‘bots’ to communicate with any Kik user who has opted 

to start a conversation with them. Kik has been associated with 
‘pornbots’ and ‘spambots’, which try to lure users into clicking on 

links or porn websites by using suggestive and often personalised 
messages. 

VIDEO CHAT
Your child can take part in a live video chat with their friends in a 

one-to-one chat, or with up to six friends at a time in a private 
group chat. There is the danger that conversations can be 

recorded and shared without their knowledge, and with live video 
conversations, your child is at risk of seeing or hearing content 

that is inappropriate, sexual or violent.

PERSONAL OR 
COMPROMISING USERNAMES

As Kik works with usernames and not phone numbers, some 
people may search for clues as to who someone is in real life, 

based on their name. For example, if your child uses their real 
name or something similar, strangers could potentially �nd out 

their identity and even start looking for them on other social 
media platforms.
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SOURCES: https://www.liveme.com/safety.html | http://www.independent.co.uk/news/uk/crime/paedophile-grooming-liveme-livestreaming-childabuse-a7893456.html
https://www.thetimes.co.uk/article/live-me-the-app-that-exposes-childrens | http://www.newschannel6now.com/2018/09/26/sheri�-children-targeted-through-live-stream-app/
https://www.chroniclelive.co.uk/news/north-east-news/police-warn-liveme-app-after-14892432

BROADCASTING TO STRANGERS
It is important for children to understand the risks of 

broadcasting live. Live-streaming services have limited 
privacy controls, so it is hard to know who is watching, and is 

di�cult to prevent people accessing the stream. Explain to 
your child that it is possible for any video to be recorded and 
shared without the permission or knowledge of the person 

who made the video.

MONITOR WHAT YOUR CHILD IS 
WATCHING OR BROADCASTING

The only way to know what your child is watching or 
broadcasting on LiveMe is by regularly monitoring their 

usage. Chat to your child about what they like about LiveMe 
and what videos they enjoy watching. Ask them why they 

want to broadcast live and who they hope will see their videos 
– understanding their intention could guide you to suggest 

more appropriate services.

DON’T SHARE PERSONAL 
INFORMATION

Remind your child that they should never share personal 
information with people online, including their last name, 

home address, school name, or telephone number. If someone 
asks them for personal information, it does not mean they 

have to tell them anything.

LOCATION SHARING 
Publishing live video can give away clues to your child’s 

identity and location. Predators will search videos to identify 
information in the background that gives details about your 

child, such as street names or school uniforms. Explain to your 
child that they need to think carefully about where and when 

they broadcast live.

THINK BEFORE YOU BROADCAST
As with anything that is posted and shared with other people 
and online, remember that once it is up, it is hard to take back. 

Once videos are shared online, they become public. Videos 
can attract the attention of sex o�enders or someone may 
threaten to share videos with others unless the child sends 

money or more videos.

BE RESPECTFUL OF OTHERS
Remind your child to always consider what they are about to 
comment on and to think about whether they would do that 

in the ‘real world’ or may regret posting at a later date. 
Encourage your child to think about the language they use 

online and to think carefully before commenting on content 
posted by someone else.

DISCUSS SEXTING
Although it is an awkward subject, it is important to explain 
to children that creating or sharing explicit images of a child 
is illegal. A young person is breaking the law if they take an 
explicit video of themselves or share a video of a child, even 

if it’s shared between children of the same age.

REPORT INAPPROPRIATE BEHAVIOUR
If someone has been acting inappropriately, you are 

encouraged to ask for help by emailing LiveMe@cmcm.com 
with the subject line ‘ATTENTION: INAPPROPRIATE 

BEHAVIOUR’ and send evidence, including a screenshot of 
their pro�le. You can also directly report inappropriate, 

o�ensive, and harmful content from inside the app using 
the Report option. However, it is worth remembering that it 

is not wise to screenshot and save inappropriate material.

BLOCKING PEOPLE
Explain to your child that if they notice inappropriate 

behaviour, bullying, or any other rule-breaking conduct on 
LiveMe, they can block a user from chatting on their 

broadcast and pro�le by tapping on their name, navigating 
to the pro�le page, and then choosing ‘block’.

RESTRICT IN-APP PURCHASES
Stop your children from making in-app purchases by 

changing the app and device settings. For example, you can 
change the settings so a password is required to proceed 
with a transaction. Advise your child not to buy anything 

online without talking to you �rst.

LiveMe is a streaming video app that lets you watch live streams 
and broadcast your own live videos to anyone interested. The 

service, which claims to have amassed more than 60 million global 
users and streams around 300,000 hours of footage a day, is aimed 

at giving creators a ‘platform to reach a wide audience and share 
their talents and passions directly with their fans’. Users can buy 

virtual coins and gifts and send these to broadcasters who create 
content ‘they love’, which can be redeemed for real money.

Sweet

Beautiful

LiveMe
What parents need to know

CYBERBULLYING
Users of LiveMe can send private messages, videos and 

public comments to their connections. Some people can use 
the anonymity of the internet to be abusive towards others 
or threaten, tease, upset or humiliate someone else. If your 

child broadcasts live, there is a very high risk of receiving 
hurtful comments on their video. Bullying videos can also be 

posted on live-streaming sites, which can leave children 
feeling worried or helpless. One British teen told The Sun 
newspaper that she had been mercilessly bullied and that 

trolls on the app told her to "go kill yourself", and her 
address was even shared on Twitter as a target for burglars.

PRIVACY & SECURITY CONCERNS
Many of the broadcasts by teens come from their bedrooms, 

often sharing peeks at sleepovers, hangouts and parties. 
Anyone can watch live broadcasts at the LiveMe website 

without even registering or logging into the service 
(although you can’t interact with the user). By sharing too 
much information about their home life, your teenagers 

could unwittingly share their location and other identifying 
features with others. Last year, The Sunday Times also 

reported that a covert method of extracting the locations of 
users had been widely shared on the internet, exposing 

children’s addresses to predators.

ONLINE PREDATORS
Law enforcement agencies have warned that LiveMe is 

placing children at risk from online predators. A sheri� in 
Texas even issued a warning that ‘paedophiles have a 

virtual open window to your child’s bedroom’. Live chat can 
be used by groomers to target young people who may be 

manipulated into sending sexual images and videos. 
LiveMe also has a chat feature, which allows users to speak 

to each other in private. In 2018, a 65-year-old in the UK 
was jailed for posing as a teenage boy to groom young girls 

on LiveMe, and o�ered virtual currency in exchange for 
teenagers exposing themselves.

INAPPROPRIATE & ADULT CONTENT
Live streaming apps can potentially expose young 

people to graphic and inappropriate content. Live.Me 
says it is ‘explicitly intended to be used by individuals 17 

years of age or older, and those under 18 should have 
their parents’ permission to download and use the app’, 
but there are no age veri�cation checks. As soon as you 
open the app or website’s homepage, you are greeted 

with scantily clad adult broadcasters posing suggestively 
with captions, such as ‘Join me in bed’, and some people 

even have inappropriate usernames. There is every 
chance your child will watch content that is not suitable 

for them or be encouraged to share similar content 
themselves.

ENCOURAGES CHILDREN 
TO SEEK FAME

LiveMe describes itself as for new stars and famous 
celebrities, and suggests that ‘in�uencers’ can make up to 

$20,000 to $30,000 (£14,000 to £21,000) in a week through 
broadcasting live about all types of things, from fashion, 

music and gaming to art and beauty. Those who use the site 
seek to gain ‘likes’ and ‘electronic gifts’ from others, as the 

more they receive, the higher their status within that online 
community. Glori�cation of fame for fame’s sake can be a 

concern for parents.

SPENDING MONEY ON  VIRTUAL GIFTS
Coins are the Live.Me currency. Viewers and broadcasters 

can buy coins and use them to purchase gifts or do coin 
drops to interact with one another. When viewers send gifts, 
they immediately earn the same number of diamonds. Once 

someone has made a certain level of diamonds, they can 
cash them out for real money or convert them back into 

coins. There is always the danger of children spending too 
much on in-app purchases without you knowing. 
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ADULT AND NSFW CONTENT
While there are moderators in place for sub-reddits, they are 
not necessarily going to ensure that the sort of content you 

wouldn't want your child to see is banned. Reddit is 
concerned with free speech and light-touch moderation, so 

even the most open-minded of people may find deeply 
offensive content. Reddit generally provides a lot of leeway in 

the type of content which is acceptable. Some members 
choose vulgar usernames, while some communities have 

controversial or rude titles. Some content or communities are 
marked with ‘NSFW’ (Not Safe For Work) which means they 
may contain nudity, pornography, or profanity; it is easy for 
users to claim to be aged 18 and over to view this content.

REDDIT LINGO 
Children and teenagers often manage to mask what they are 
talking about by wrapping it up in language their parents do 

not understand. While Reddit is certainly not used just by 
children and teenagers, like any online community there are 
words, phrases and abbreviations that may seem impenetra-
ble to start with, such as TL;DR: Too Long; Didn't Read and ITT: 

In this thread.

 

TURN SAFE BROWSING MODE ON 
AND ADULT CONTENT OFF

Some sub-reddits are marked as ‘adult-only’ and in order to 
access them users must be (or at least say they are) 18 or over. 

Within your child's user profile, it is possible to indicate that 
they are not 18 and this will block access to some sub-reddits, 

but certainly not everything you might consider to be 
unsuitable. Firstly, to protect them from unsuitable content, 
check that they have used their correct age when signing up. 
Secondly, turn off ‘adult content’ which will disable adult and 

NSFW (not safe for work) content from showing in the feed 
and search results. If you are happy to leave ‘adult content’ 
turned on, we highly recommend turning on ‘safe browsing 

mode;’ this blurs thumbnails and media preview for anything 
labelled NSFW (not safe for work).

SOURCES: https://www.reddit.com/r/announcements/comments/827zqc/in_response_to_recent_reports_about_the_integrity/, https://www.reddit.com, https://www.reddit.com/gold/about
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Reddit is a rather unique site that blends the idea of a social 
network with news, discussion forums and various other media. 

The site is broken down into a huge number of categories 
covering every topic imaginable. Each category is treated as a 
community and users can submit content for others to see and 
comment on. This can take the form of links to existing online 
content or user-generated text and image-based submissions. 
Submitted content can not only be commented on by others, 

but also rated using the upvote/downvote system.

SUBREDDITS
Each community (known as a sub-reddit) has its own set 
of moderators and its own set of rules, opening up the 

opportunity for your child to see inappropriate content 
or something they may find upsetting. Almost every 

subreddit is user-run, with practically no involvement 
from reddit employees. Anyone can submit content to a 

sub-reddit and it’s not filtered. 

REDDIT GOLD AND GIFTS
Reddit Gold is a premium membership 

scheme that gives ‘extra features to improve the reddit 
experience,’ such as no adverts, custom themes and 

avatars, and the ability to create Reddit ‘secret societies.’ 
Payment costs $3.99 a month (around £3), or $29.99 a 

year (£23). Users can reward each other for content they 
post by giving Reddit Gold, a process dubbed ‘gilding.’ 

Reddit Gifts is a giant online gift exchange for sending a 
gift to a randomly assigned user. Reddit recommends 

that you spend around $20 on a gift, so there is a concern 
that your child could rack up expenses if unmonitored.

What parents need to know about
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’s support information to see if 

your security and privacy concerns are addressed.

REPORTING CONTENT
To a certain extent it can be useful to learn to 
just walk away from conversations that take a 
turn for the worse, but this is not always 
possible. Learn how to use the blocking 
feature and teach your child how to use it if 
someone becomes a problem. Beneath all 
content and comments that have been 
submitted by other users, there is an option to 
report it. Advise your child to report any form 
of abuse or harassment that they encounter on the 
platform. It is a good way to alert moderators to the user 
and hopefully, action will be taken against them.

SPOT FAKE NEWS
Encourage your child to read around topics and not to take 
something at face value. Just because something is said by 
someone on Reddit, in no way does this mean that it is true. 

Remember that the links people post and the comments 
they leave will cover the full range of political views, 

intelligence levels and opinions.

LEARN THE LINGO
It is impossible to provide a guide to all the vocabulary and 
language used on Reddit - it is something that is constantly 

evolving. There are some words and abbreviations that have 
become common Internet parlance (such as NSFW). If you 

want to check anything which your child has accessed (which 
can be seen in the ‘Recently viewed links’ panel on the front 
page of the site), be prepared to do a little searching if you 
encounter things you are unable to make sense of. There’s 

probably a sub-reddit all about acronyms!

BLOCKING STRANGERS 
Short of blocking access to Reddit completely, or blocking 

individual sub-reddits, it's difficult to police your child's use 
of the site without physically monitoring what they are 

doing. It is important to let your child know that there are 
unpleasant people out there and they need to take care 

about sharing personal information. Should someone start 
to be a harassment, you can control who can send you 

private messages and add users to a blocked list by simply 
clicking on the ‘Block User’ button.

REPORT

REDDIT
CONTENT BIAS 
AND FAKE NEWS
Subreddits are particularly prone to bias - to the extent 
that some of them could be seen as propaganda. Reddit 
has been mentioned as one of the platforms used to 
promote Russian propaganda, for example. Other news 
stories can be completely false and not based on any 
evidence at all – known as fake news - these are written 
and posted online deliberately to create an impact. Both 
are nearly impossible to avoid.

TROLLS AND STRANGERS 
Globally, millions of people of all ages use the Reddit 

platform to discuss any topic imaginable from just about 
every possible viewpoint. Although people can find users 
who have similar interests, some will choose to abuse the 
platform. Talking with strangers can lead to trolling and 
abuse, or your child encountering unsavoury subjects. 

Reddit users can also send each other private messages, so 
there is a danger of your child receiving inappropriate or 

unwanted communication.
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What parents need to know about

Snapchat is a photo sharing app for mobile phones and 
tablets. The app allows users to share images, videos and 

chat with friends. Users can share images and videos directly 
to speci�c friends, or through a ‘story’ shared with their 

entire friend list, which documents the previous 24 hours. In 
a study, Snapchat was ranked the 4th most negative app in 

terms of having an impact on young people’s health and 
wellbeing, with children feeling that they can use the app 

Snapchat to “make you look pretty.” 

SNAPCHAT
EXPOSING YOUR CHILD’S

 EXACT LOCATION
The ‘Snap Map’ lets you share your EXACT location in 

real-time through a map on the app. The user’s 
location updates when the app has been opened on 

the device. There is a warning on the Snapchat 
website about uploading images and videos to ‘Our 
Story.’ stating that “snaps you submit to ‘Our Story’ 

can still show up on the Map, no matter which 
location setting you choose!.” When uploading to 

‘Our Story,’ your child’s image or video could appear 
in “Search results and Stories on or o� Snapchat - 

today or in the future.”

LENS EXPLORER
The ‘Lens Studio’ on Snapchat gives users the 

freedom to use their imagination to design their own 
�lters for themselves and others to use. Snapchat 

states that the lenses users create “must comply with 
our Lens Studio Submission Guidelines and 

Community Guidelines and must be appropriate for 
Snapchatters ages 13+.” The ‘Lens Explorer’ in the 

app now enables users to choose from thousands of 
these creations to alter their snaps. Anyone can 

create a lens for Snapchat, which gives 
opportunities for age-inappropriate content to 

be uploaded.

SCREENSHOTS & SAVED 
MESSAGES

While Snapchat’s gimmick is that all photos, videos 
and text disappear eventually, users still have the 
capability to screenshot or record anything which 

has been sent to them. Users may sometimes forget 
that screenshotting is possible and send a 

compromising image or message to somebody who 
they think they trust. They may also accidentally 

send an image or message to somebody who they 
do not trust. Simply by pressing and holding a 

message, the user is able to save a message they 
have received, which can be screenshotted or used 

against them at a later date.

SNAPSTREAKS & ADDICTION
‘Snap Streaks’ are gained when snaps have been 

sent back and forth consecutively between friends. 
The longer that snaps are sent between users, the 

longer the streak becomes. Furthermore, Snapchat 
rewards users who have achieved high Snap 

Streaks, by gifting emojis, adding incentives for 
users to keep the streaks. Children invest time into 
making their streaks as long as possible, which can 

put an incredible amount of pressure on both 
themselves and their friendships. 

USE ‘GHOST MODE’
We highly recommend enabling ‘Ghost Mode’ on the app so 
that your child’s location will no longer be visible to anyone 
on the ‘Snap Map.’ To enable this, go onto the Snap Map and 
tap the cog in the top-right corner. Here, change the setting 

to ‘Ghost Mode.’

HOW TO DELETE A MESSAGE
Advise your child never to send any negative messages (or 

images through gallery in the chat on the app) as 
screenshots can still be taken. You should also advise your 
child to screenshot any negative comments they receive as 

the sender can also delete them. To delete a message, 
simply press and hold the sent message and press delete.

TURN OFF ‘QUICK ADD’
‘Quick Add’ helps friends �nd each other on the app. This is 
based on mutual friends or if their number is in their phone 

book. Explain to your child that this feature can open up 
their pro�le to strangers. We highly recommend that your 
child turns o� the ‘Quick Add’ feature. This can be done in 

the settings.

SEXTING
Due to ‘Snaps’ disappearing, (users can even 

send a one-second photo or video), Snapchat 
has become the chosen platform for children 

and young people to send sexually explicit 
images or ‘sel�es.’ Once a photo/video has been 

screenshotted, or recorded using another device 
or software, this can lead to further dangers, 

such as blackmail and cyberbullying. It is illegal 
to make, possess, download, store and share 
sexual images, photos and videos of a person 

under the age of 18. This also includes any 
sexual images, photos and videos that a child 
may have taken of themselves. However, if a 

young person is found creating or sharing 
images, the police can choose to record that a 
crime has been committed, but taking formal 

action isn’t in the public interest.

SNAP ORIGINALS
Through ‘Snap Originals’, users can watch content 
which has been created by Snapchat on the app, 
including comedy shows, drama, news and more. 

Additionally, there are new lenses and �lters 
available, inspired by the 'snap originals' shows. This 

is another feature to encourage addiction.

THE RISKS OF SEXTING
It can be slightly awkward talking about this topic with your 

child, but if it helps them protect themselves, it is worth it. 
Talk to them about the consequences of sexting and make 

sure that they’re aware of the risks. Ensure your child knows 
that ‘Snaps’ can be screenshotted. Teach them that if they 

post anything potentially embarrassing or harmful (either of 
themselves or someone else) it can have severe 

consequences as the message, image or video can be shared 
further.

REPORTING A STORY, LENS, FILTER, 
SNAP OR MESSAGE

If your child comes across inappropriate Snapchat content 
sent directly to them or in another person’s story, advise 

them to report it immediately. This may include an 
inappropriate lens, �lter, message or snap. To report an 

o�ensive lens, they should open the app and select the lens 
they want to report. An info button will appear above the 
lens. Click this, followed by the �ag icon. This will send a 

report to Snapchat for further investigation. Reports can also 
be made on the Snapchat support website: 

support.snapchat.com.

RESTRICT STORY VIEWS
Your child can add videos and images to their ‘Story’ 

throughout the day which will last for 24 hours. By default, 
anyone in a user’s friends list can see their story. We 

recommend checking the privacy settings to ensure that 
this has not been edited. This can simply be done in the 

apps settings under the ‘Who Can View My Story’ section. 
The options to choose from are ‘My Friends,’ ‘Everyone’ or 

‘Custom’ - we suggest that it is set to ‘My Friends.’
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